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Introduction 

1. In 2018, the National Security and Intelligence Committee of Parliamentarians (the Committee or 

NSICOP) completed a review of the defence intelligence activities of the Department of National 

Defence and the Canadian Armed Forces (DND/CAF). The objective of that review was, in part, to 

improve Canadians' and Parliament's awareness and knowledge of the DND/CAF defence intelligence 

mandate and activities. It focused on the general authority framework and organizational structure of 

DND/CAF's defence intelligence program.1 In the last stage of that review, DND/CAF provided the 

Committee with the Chief of Defence Intelligence Functional Directive: Guidance on the Collection of 

Canadian Citizen Information (CANCIT Functional Directive). The Committee determined that it did not 

have sufficient time to analyze the new directive for incorporation into its Annual Report 2018, but 

believed that it raised important issues that deserved further attention. 

2. The Committee identified three reasons to conduct this review. First, the Committee wanted to 

reconcile the apparent contradiction between statements made by DND/CAF in 2018 and the purpose of 

the CANCIT Functional Directive. DND/CAF stated in briefings to NSICOP that it does not target 

Canadians in its defence intelligence activities.2 Those statements appeared inconsistent with the title 

and content of the CAN CIT Functional Directive. In short, on a plain reading, the CANCIT Functional 

Directive seemed to authorize DND/CAF to direct its defence intelligence activities at Canadians. 

3. Second, the Committee wanted to understand the legal framework that governs the collection, 

use, retention and dissemination of information about Canadians by DND/CAF. As reported in the 

Committee's Annual Report 2018, the authority to use what DND/CAF describes as the full spectrum of 

defence intelligence activities comes through the National Defence Act (assistance to a government 

organization) or an exercise of the Crown prerogative. Activities conducted under the Crown prerogative 

are not authorized by an Act of Parliament. In contrast, all other Canadian intelligence agencies operate 

under a specific statutory regime that is tailored to their respective mandate, particularly where 

information about Canadians is involved.3 The Committee wanted to revisit its previous assessment of 

DND/CAF authority to determine whether any adjustment was necessary to the findings and 

recommendations outlined in Chapter 4 the Committee's Annual Report 2018. 

4. Finally, the Committee wanted to assess whether the legal and policy framework underpinning 

DND/CAF collection, use, retention and dissemination of information about Canadians gave rise to 

particular legal and operational risks. 

1 National Security and Intelligence Committee of Parliamentarians (NSICOP}, Annual Report 2018. 
2 Department of National Defence and the Canadian Armed Forces (DND/CAF), statements to NSICOP Secretariat, November 1, 

2018; DND/CAF, Comments to the Committee, December 4, 2018. 
3 See for example the sections 12 and 21 of the Canadian Security Intelligence Act, and Part V.1 of the National Defence Act 

(Communications Security Establishment}. At the time of the submission of this report, Part V.1 of the National Defence Act had 

been repealed and replaced by the Communications Security Establishment Act, which came into force August 1, 2019. For 

clarity, this report refers to the authority structure under Part V.1 of the National Defence Act, which was in force during the 

period under review. 
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5. The terms of reference for the review stated four specific objectives: 

• describe the DND/CAF authority and policy framework for the collection, use, retention and 
dissemination of information on Canadians; 

• describe the circumstances in which, and purposes for which, the collection, use, retention and 
dissemination of information on Canadian citizens is permitted, versus those in which it is 
prohibited; 

• describe the manner in which DND/CAF tracks and documents its collection, use, retention and 
dissemination of information on Canadian citizens; and 

• assess the legal, policy and administrative frameworks under which the collection, use, 
retention and dissemination of information on Canadian citizens is permitted or prohibited. 

6. On December 6, 2018, the Committee informed the Minister of National Defence of its decision 
to prepare a Special Report, under sub-section 21(2) of the NS/COP Act, of the collection, use, retention 
and dissemination of information on Canadians in the context of DND/CAF defence intelligence 
activities. On the same day, the Committee provided the Minister of National Defence with the terms of 
reference for this Special Report. 

7. Between December 6, 2018, and August 23, 2019, the Committee reviewed the material received 
from DND/CAF (both classified and unclassified) in the context of the 2018 review, and received over 
950 pages of new information for this Special Report, including legal opinions, ministerial letters, 
ministerial directives, functional and operational directives and orders, briefing notes, presentations, 
and operational authorizations and directions. The Committee supplemented this material with 
separate academic and legal research. DND/CAF officials appeared before the Committee once, met 
with the Secretariat on seven separate occasions, and provided a number of written responses to 
Committee questions. The Committee also received information from other government departments. 
This included the Communications Security Establishment regarding its policies to protect the privacy of 
Canadians; the Department of Justice regarding*** and the Canadian Security Intelligence Service (CSIS) 
regarding*** The views of Office of the Privacy Commissioner were also sought on one of the 
recommendations. 

8. This report contains four sections. The first is a description of the context in which DND/CAF 
encounters information about Canadians in the conduct of its operations. The second explains the legal 
framework for those operations, drawing in large part from the Committee's 2018 Annual Report. The 
third describes the most relevant sections of the CANCIT Functional Directive. The Committee then 
provides its assessment, findings and recommendations. During the course of this review, the 
Committee encountered some challenges with DND/CAF. For example: 

• DND/CAF stated that there were no emails among officials responsible for developing the 
directive over the course of a year. The absence of these emails prevented the Committee from 
determining the rationale behind the directive. 
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• In some cases, DND/CAF provided summaries of key information and not original source 

documents, which would have allowed the Committee to make its own assessment of the facts 

at issue. 

• DND/CAF did not proactively provide documents relevant to the review that the Committee 

later discovered had been released through access to information requests. 

9. The Committee made its assessment, findings and recommendations based on the record 

before it. 
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Chapter 1 :  Operational Context 

10. The CANCIT Functional Directive was created to address issues arising out of an increasingly 
complex environment, including that DND/CAF would encounter enemy combatants who are also 
Canadians.4 To the extent that intelligence supports operations, it is no longer a mere possibility that 
DND/CAF will encounter information about Canadians as part of its intelligence activities; it is likely 
unavoidable. 

Canadian citizens fighting abroad 

11. Canadian citizens have travelled abroad to join various groups that seek to attain their objectives 
through violent means. Of relevance to this review, these Canadians become involved with those groups 
through means that include on line platforms used by terrorists and violent extremists to conduct 
recruitment and targeted indoctrination activities, and to encourage followers to carry out violence.5 

The latest data indicate that approximately 190 extremist travellers (also known as foreign fighters) with 
a connection to Canada are currently abroad, including in locations such as Iraq, Syria, Turkey, 
Afghanistan, Pakistan, North Africa and the Middle East.6 Media reporting in April 2019 stated that 
Canadian terrorists have possibly killed or injured more than 300 people in other countries since 2012, 
and that citizens of 19 countries were killed in attacks that may have involved Canadian perpetrators.7 

Examples include the following: 

• In July 2012, Hassan El Hajj Hassan, an alleged member of Hezbollah from Vancouver, is believed 
to have played a key role in plotting a targeted bus bombing in Bulgaria, killing five passengers 
and the driver.8 

• In January 2013, Ali Medlej and Xristos Xatsiroubas, two Canadians from London, Ontario, took 
part in the attack on the Amenas gas plant in Algeria, which resulted in over 60 deaths.9 

• In April 2013, Ma had Ali Dhore, a Canadian member of al-Shabaab, participated in the attack 
against the Somali Supreme Court building, which resulted in 34 deaths.10 

4 The CANCIT Functional D irective defines "Ca nadian citizen" as a Canadian citizen with in the meaning of section 3 of the 

Citizenship Act, R.S.C. 1985, c. C-29; or a permanent resident within the meaning of section 2 the Immigration and Refugee 

Protection Act, S.C. 2001, c. 27. The term "Canadian" is used throughout this report. 
5 Publ ic Safety Ca nada, 2018 Public Report on the Terrorist Threat to Canada, undated. 
6 Publ ic Safety Canada, 2018 Public Report on the Terrorist Threat to Canada, undated. 
7 Stewart Bell, "Dead ly Export: Canadians responsible for hundreds of terrorism death a nd inju ries overseas," Global News April 

11, 2019, https://globalnews.ca/news/5117211/deadly-export-canadian-

terrorists/?utm source=%40globalnews&utm medium=Twitter. 
8 Publ ic Safety Canada, 2014 Public Report on the Terrorist Threat to Canada. www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2014-

pblc-rpr -trrrst-t h rt/2014-pb lc-rp r -trrrst-th rt-e ng. pdf. 
9 Royal Canadian Mounted Pol ice (RCMP), Terrorism and Violent Extremism Awareness Guide, June 2016. www.rcmp­

grc.gc.ca/wa m/ media/ 1731/ origi na I/ lcb81 f63911f002d67b340c08591 bd3 l .  pdf. 
10 Publ ic Safety Canada, 2014 Public Report on the Terrorist Threat to Canada, www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2014-

pblc-rp r-trrrst-t h rt/2014-pblc-rp r-trrrst-th rt-e ng. pdf. 
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12. As part of its contributions to international security, Canada has deployed DND/CAF to areas 
known to have attracted extremist travellers. In one case, DND/CAF obtained information about 
Canadians in the execution of deployed missions, which resulted in legal and operational issues for 
deployed forces.11 In another case, DND/CAF worked with *** 12 These cases are discussed below. 

All ied forces targeting Canadians 

13. A September 16, 2015, briefing note to the Chief of Defence Staff provided some details on the 
strategic issues associated with the targeting of enemy combatants who are also Canadian citizens. It 
stated: 

As Canada is engaged in an armed conflict with ISIS [Daesh] and associated armed 
groups, DND/CAF operations under Op IMPACT [Canada's participation in the Global 
Coalition against Daesh] include both direct support to, as well as participation in, 
strikes against target packages including enemy combatantsY31 On occasion, these 
target packages consist of specifically identified individuals, with nationalities in 
some cases known prior to engagement. The Coalition targeting process ensures that 
all individuals engaged under Op IMPACT are ultimately enemy combatants.14 *** 
Having such a process and therefore being actively involved with nations engaged in 

*** operations increases the ability to share information, and offer options to 
[Government of Canada] partners*** While the nationality of targeted individuals is, 
in the context of the Law of Armed Conflict (LOAC), not an issue, domestic Canadian 
policy, political, and legal concerns may emerge.15 (emphasis added) 

14. [*** This paragraph was revised to remove injurious or privileged information and to ensure 
readability. The paragraph states that DND/CAF is aware of such instances, including in areas where 
DND/CAF has operated, and was asked by an ally to provide further information. *** ] 16 *** 17 

11 For a deta i led description of operational  and lega l issues associated with this matter, see Chapter 3 of this special report, at 

paragraphs 75 to 79. 
12 See the section of this special report on * * *  

13 Operation I MPACT was formed in  September 2014. Beyond the mi l itary campa ign, t he  G lobal Coa l ition i s  committed to 

tracking Daesh's financing and economic infrastructure, preventing the flow of foreign terrorist fighters across borders, 

supporting stabi l ization and restoration of essential publ ic service to a reas l i berated from Daesh, and countering the group's 

propaganda ( https://thegloba lcoa l ition.org/en) .  DND/CAF operates an a l l-source intelligence centre as part of this operation. It 

gathers information from a variety of sources, and is responsible for col lecting, synthesizing and ana lyzing this information .  The 

resu lting intelligence is then used for operationa l  p lanning to protect coalition forces and determine how to conduct coa lition 

operations. www. ca nada .ca/en/ de pa rtm ent-natio na 1-defe nee/services/operations/mi I ita ry-o pe rations/ cu rrent-

ope rations/operation-impact. htm I . 
14 For DND/CAF, "targeting" is the process of selecting and prioritiz ing ta rgets and matching the appropriate response, taking 

into account operationa l  requ i rements and capabi l ities. 
15 DND/CAF, OP IMPACT - Canadia n Citizens and Targeting of ISIS Combatants, Briefing note for the Chief of Defence Staff 

(CDS), September 16, 2015. I n  the context of the Committee's 2018 review of defence i ntel l igence activities, documents 

provided by DND/CAF further described DND/CAF's role in coalition ta rgeting, a lso defi n ing * * *  DND, * * *  December 23, 2016. 
16 * * *  
17 DND/CAF, OP IMPACT - Canadian Citizens a n d  Targeti ng of ISIS Combatants, Briefing note for the CDS, September 16, 2015. 
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15. [*** This paragraph was revised to remove injurious or privileged information and to ensure 
readability. The paragraph continues to describe the content of a briefing note to the Chief of Defence 
Staff, which made three recommendations.*** ] 

• 

• 

• 

*** 
*** 
*** 18 

Del iberations by government officials 

16. The participation of Canadians in armed conflicts against DND/CAF has been considered within 
the Government of Canada, including DND/CAF. In 2015, the National Security and Intelligence Advisor 
to the Prime Minister held discussions with senior government officials on the legality of using lethal 
force against Canadians in the context of the campaign against Daesh. While DND/CAF has stated that 
defence intelligence activities "generally do not give rise to risks to the rights and freedoms of 
Canadians,"19 notes prepared in advance of these discussions for the Associate Deputy Minister and the 
Senior Associate Deputy Minister of National Defence indicate that the sharing of intelligence with allied 
nations was raised in the context of the extremist travellers phenomenon.20 

17. *** expressed concerns over the sharing, with DND/CAF, of intelligence on Canadians involved 
with Daesh. DND/CAF stated in an internal briefing note that for*** this was "presumably due to 
concerns about how DND/CAF, or allies to whom the DND/CAF may pass information, may use the 
information for targeting purposes."21 DND/CAF raised the following key issues, stressing the need to 
come to a common understanding in relation to the targeting of Canadians who participate in hostilities 
against Canada or allied nations: 

• What is the applicable law? 
• In cases where Canadians are identified as fighting for [Daesh], what conditions must be met for 

*** of the individuals involved? 
• Where available intelligence on Canadians*** knowing that it will be used for targeting? 

18 DND/CAF, OP IMPACT - Canadian Citizens and Targeting of ! SIS  Combatants, Briefing note for the CDS, September 16, 2015. 
19 Murray Brewster, "A Parl iamenta ry Committee is set to sh ine a l ight on the shadowy business of mi l itary intell igence, H CBC, 

Apri l 8, 2019; DND/CAF, Accountabi l ity Measures taken and considered with respect to the Defence I nte l l igence Function, 

B riefing note for the National Security Advisor to the Prime M inister, October 8, 2015. 
20 DND/CAF, Scenario Note for the Senior Associate Deputy Minister - 29 September Meeting on Canadian Citizens and 

targeting of !S IS Combatants; Scenario Note for the Senior Associate Deputy Min ister - 9 October Meeting on Canadian Citizens 

and targeting of !SIS Combatants. Although the scenario notes a re undated, DND/CAF confirmed that the notes were prepared 

in  2015. 
21 DND/CAF, Scenario Note for the Senior Associate Deputy Min ister - 9 October Meeting on Canadian Citizens and targeting of 

!S IS Combatants. As noted in Footnote 14, "ta rgeting" is the process of selecting and prioritizing ta rgets and matching the 

appropriate response, taking i nto account operationa l  requ i rements and capabi lities. This can inc lude a range of options, up  to 

and inc lud ing lethal targeting. 
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• Should a decision be made on any of these matters, what mechanism should be in place to 

guide the decision-making process?22 

Overseas operation *** 

1 8 . [*** This paragraph has been revised to remove injurious o r  privileged information. I t  describes 

an overseas operation in which the collection of information about Canadians became an issue for 

Canadian authorities. ***)23 ***24 ***25 

19. [*** This paragraph was revised to remove injurious or privileged information and to ensure 

readability. The paragraph describes the objectives of DND/CAF's participation in a multinational 

operation, assessing that it represented a unique opportunity for Canada to better understand the 

scope of the threat posed by Canadian extremist travellers and violent extremist organizations to 

Canadian interests, both at home and abroad. ***] ***26 ***27 

20. [*** This paragraph was revised to remove injurious or privileged information and to ensure 

readability. The paragraph notes that the Committee received a contradictory record in regard to the 

DND/CAF authority to participate in this multinational operation, with DND/CAF asserting that it could 

do so under the Crown Prerogative and other documents which stated that DND/CAF could not do so 

under its own authorities. ***] ***28 ***29 

21 . [*** This paragraph was revised to remove injurious or privileged information and to ensure 

readability. The paragraph states that Canada decided that DND/CAF could participate under another 

authority. ***] ***30 ***31 

22 DND/CAF, Scenario Note for the Senior Associate Deputy M inister - 9 October Meeting on Canadian Citizens and targeti ng of 

!S IS Combatants. 
23 DND/CAF, CDS Tasking Order for * * *  
2 4  DND/CAF, CDS Tasking Order for * * *  
2 5  Letter from the * * * .  
2 6  * * *  
27 DND/CAF, Action Briefing Note for the MND * * *  
2 8  DND/CAF, Answers provided to NSICOP questions related to * * *  in the course of the 2018 NSICOP review of DND/CAF 

defence i nte l ligence activities. 
29 * * *  
30 Letter * * *  
3 1  Letter * * * 
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Chapter 2: The Legal Framework 

Defence intel l igence authorities 

22. The deployment of CAF members and DND employees, which includes the cond uct of defence 

intelligence activities, is governed and constrained by Canadian and international law. In the context of 

the Committee's 2018 review of DND/CAF defence intelligence activities, the J udge Advocate General 

explained : 

• All CAF operations are authorized by law. 

• All CAF operations are conducted in accordance with the law. 

• While the sources of legal authority may vary: 
- all domestic operations must have a legal basis in Canadian law, and be cond ucted in 

accordance with Canadian law; and 
- all international operations must have both a legal basis under Canadian law and a legal basis 

under international law, and must be conducted in accordance with both Canadian law and 

with the applicable international law.32 

23. DND/CAF conducts defence intelligence activities under a unique and complex authority 

structure. The authority of DND/CAF to undertake the bulk of those activities is derived from exercises 

of the Crown prerogative, while other authorities can be found in domestic statutes. DND/CAF is also 

subject to a number of international legal instruments and binding customary international law, some of 

which may affect the conduct of defence intelligence activities. These activities are also subject to 

numerous policy instruments, including overarching government policies, ministerial directions and 

authorizations, internal policies and proced ures, functional directives, and orders given through the 

militar; chain of command. The Committee's Annual Report 2018 described the authorities under which 

DND/CAF conducts its defence intelligence activities, and how those authorities support departmental 

and ministerial accountability for their use. The relevant portions of the Annual Report are summarized 

here for ease of reference. 

The Crown prerogative 

24. In addition to the authorities provided by the Constitution Act, 1867 and the National Defence 
Act, the Crown prerogative is the main source of authority for the deployment of the CAF. It is also the 

source from which DND/CAF takes its authority to cond uct associated defence intelligence activities. The 

Crown prerogative is a source of executive power and privilege accorded by the common law to the 

Crown, in circumstances in which the authority of the Crown is not otherwise limited .33 British 

constitutional theorist A. V. Dicey described the Crown prerogative as the "resid ue of discretionary or 

32 DND/CAF, remarks of the Judge Advocate General to NSICOP, June 19, 2018. 
33 Peter W. Hogg, Constitutional Law of Canada, Looseleaf ed., Thomson Carswell, 1997. 
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arbitrary authority, which at any time is left in the hands of the Crown."34 Put simply, the Crown 

prerogative is the authority exercised by the government to make decisions in areas where the "hands 

of the Crown" have not been tied by the Constitution, an act of Parliament or a court decision 

interpreting the scope of a governmental power. 

25. In the most general terms, the authority to conduct defence intelligence activities is an accessory 

of the authority to deploy military forces. As DND/CAF stated, " [t]he authority to conduct defence 

intelligence activities is implicit when the DND/CAF is legally mandated, pursuant to legislation or an 

exercise of the Crown prerogative, to conduct military operations and other defence activities."35 

Neither the National Defence Act nor any other statute contains provisions that specifically govern the 

conduct of defence intelligence activities by DND/CAF in the context of the execution of its core 

mandate. 

26. DND/CAF stated that the conduct of defence intelligence activities under the Crown prerogative 
is subject to the requirement for a "nexus," or a "reasonable connection," between defence intelligence 

activities and a defence mission, which is meant to serve as "a constraint on defence intelligence 
activities."36 In 201 3, DND/CAF formalized the requirement for a nexus in the Ministerial Directive on 
Defence Intelligence. 

Legal framework for defence intell igence activities conducted in Canada 

27. Defence intelligence activities may support DND/CAF domestic operations. These operations are 

authorized either by statute, or by an exercise of the Crown prerogative. 

28. Where intelligence activities are used to support such domestic operations, their scope is 

circumscribed by law, by the specific responsibilities of various departments and agencies, and by the 

balance of jurisdiction between federal and provincial authorities. In terms of domestic legislation, DND 

identified several sources of law:37 

• The National Defence Act: Section 273.6 of the Act permits DND/CAF to provide public service 
and assistance in law enforcement matters. Part VI of the Act defines when CAF can come to the 
Aid of the Civil Power (that is, to respond to riots or disturbances of the peace that cannot be 
handled without the assistance of DND/CAF). 

• The Canadian Charter of Rights and Freedoms: DND/CAF intelligence activities must not violate 
the provisions of the Charter, particularly section 7 (the right to life, liberty and security of the 
person) and section 8 (the right to be secure against unreasonable search and seizure). 

34 Reference as to the Effect of the Exercise of the Royal Prerogative of Mercy Upon Deportation Proceedings, [1933] S.C.R. 269, 

at p. 272, per C. J. Duff, quoting A .  V. Dicey, Introduction to the Study of the Law of the Constitution, 8th ed., Macmillan and 

Co. ,  1915. 
35 ONO, *** Apri l  27, 2018. 
36 ONO, Written submission to NSICOP, November 19, 2018. 
37 ONO, * * *  April 27, 2018; Office of the Judge Advocate General, The Law of Interrogations. The Issue of Torture and If/­

treatment, Strategic Legal Paper Series, Issue 1, 2008; and ONO, * * *  Ju ly 18, 2003. 
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• The Criminal Code: DND/CAF intelligence activities must not violate the Criminal Code, including 
sections dealing with the interception of private communications. 

• The Access to Information Act and Privacy Act: DND/CAF intelligence activities and storage 
practices must comply with the provisions of the Access to Information Act and the Privacy Act. 

29. In most cases, DND/CAF domestic operations are conducted in support of other government 

departments and agencies, and at the formal request of their minister. In such cases, these operations, 

including defence intelligence activities, are conducted pursuant to the legal authorities of the 

supported entity. As the Judge Advocate General stated, this means that " [w]hen acting in support of 

anoth€r organization, the Canadian Armed Forces have no more powers than those of the supported 

agency."38 In short, DND/CAF can conduct an intelligence activity (for example, intercept 

communications) only to support another government department (for example, the Royal Canadian 

Mounted Police) if that department itself has the authority (for example, a court warrant) to conduct 

that activity. 

Legal framework for defence intell igence activities conducted in international operations 

30. Defence intelligence activities in support of DND/CAF international operations are mostly 

undertaken under the authority of the Crown prerogative. DND/CAF is also subject to instruments of 

international law that could involve defence intelligence activities, including the United Nations Charter, 
the Geneva Conventions, and other conventional or customary rules in the Law of Armed Conflict. 

31 . DND/CAF noted that the specific source of domestic or international law that may affect a 

defence intelligence activity varies depending on the circumstances of each case, including: 

• the location of an operation; 
• whether the operation is conducted at the invitation of a foreign state or under the auspices of 

a United Nations resolution; 
• whether the operation is conducted in relation to a recognized international armed conflict, to 

which specific instruments of international law and international humanitarian law apply; and 
• whether a particular activity is recognized as contrary to international law, including 

international humanitarian law. 

38 DND, Remarks of the Judge Advocate General, to NSICOP, June 19, 2018. 
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Extraterritorial appl ication of Canadian law 

32. Canadian law follows DND/CAF. However, it  is not always clear whether a statute applies outside 

of Canada. This section contains examples of how Canadian law can apply extraterritorially. It also 

provides an example of a * * *  

The Criminal Code 

33. Whether serving in Canada or deployed on operations abroad, CAF personnel are subject to the 

Code of Service Discipline, contained in Part I l l  of the National Defence Act.39 This Code also applies to 

ONO personnel accompanying CAF on international missions. It extends the application of Canadian 

criminal law to foreign locations. This means that if CAF members (and ONO employees, in certain cases) 

commit a criminal offence, they may be charged for a service offence in the Canadian military justice 

system.40 The term "service offence" includes an offence under the National Defence Act, the Criminal 
Code or any other Act of Parliament, committed by a person while subject to the Code of Service 

Discipline.41 

34. Some portions of the Criminal Code are directly relevant to defence intelligence activities. For 

example, signals intelligence (SIGINT) activities may carry a high risk of intercepting private 

communications, which constitutes a criminal act if the activity that resulted in the interception was 

done without judicial authorization (for example, a warrant). As the Code of Service Discipline extends 

the application of the Criminal Code to foreign territories, DND/CAF members who intercept 

communications originating from or destined for Canada could be subject to prosecution. While some 

offences do not apply to DND/CAF members,42 there is no exception in the Criminal Code for 

interceptions occurring in the context of a lawfully authorized military mission. 

35. Under Part V.1 of the National Defence Act, the Minister of National Defence could authorize CSE 

to intercept private communications if certain conditions prescribed in that Act were met.43 Under such 

an authorization, Part VI of the Criminal Code did not apply in relation to an interception of a private 

communication.44 This means that the interception of private communications under Part V.1 of the 

National Defence Act, when authorized by the Minister, was not a criminal offence. Where DND/CAF 

conducted SIGINT activities under the authority of CSE, DND/CAF personnel were subject to the 

Minister's authorizations, and were also exempted from the application of Part VI of the Criminal Code 
in that regard.45 That said, DND/CAF also had to abide by the legislative obligations, policies and 

39 DND, Written submission to NSICOP, November 19, 2018. 
40 National Defence Act, s. 67. 
41 National Defence Act, s .  2. 

42 See for example section 117.08 of the Criminal Code, R.S.C., 1985, c. C-46. 
43 National Defence Act, s. 273.65(2) . 
44 National Defence Act, s .  273.69. 
45 DND/CAF, Min isterial Directive on the Integrated S IG INT Operations Model . 
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procedures in place for CSE to protect the privacy of Canadia ns, including the absolute prohibition 

against directing their foreign intelligence SIGINT activities at Ca nadia ns or a nyone in Canada.46 

The Privacy Act 

36. The Privacy Act is the statute that governs the personal information ha ndling practices of federal 

government institutions, including DND/CAF.47 The Act applies to all personal information that federal 

institutions collect, use a nd disclose. It also gives Ca nadia ns the right to access personal information 

held by these institutions.48 For the most part, information collected as a result of intelligence activities, 

including defence intelligence activities, constitutes persona l  information within the mea ning of the 

Privacy Act.49 

37. There is no jurisprudence on whether the Privacy Act applies extraterritorially. ( * * *  Paragraphs 

37 to 40 have been revised to remove injurious or privileged information. Those paragraphs describe 

consultations among departments. * * * ]  * * *50 

38. * * *51 * * *52 

39. * * *  

40. * * *  * * *53 

Canadian Charter of Rights and Freedoms 

41. The Charter clearly applies to DND/CAF domestic intelligence activities.54 It is unclear whether it 

applies to its extraterritorial defence intelligence activities. ( * * *  The remainder of this paragraph was 

revised to remove injurious or privileged information. It discusses the extraterritorial application of the 

Charter. * * * ] 55 

46 Natio.'1al Defence Act, s. 273.64(2) .  At the time of the submission of this report, Part V.1 of the National Defence Act had been 

repea led and replaced by the Communications Security Establishment Act, which came into force August 1, 2019. 
47 Privacy Act, R.C.S., 1985, c. P-21.  
48 www.priv.gc.ca/ e n/p riv a cy-to pics/priva cy-la ws-i n-ca na da/the-p rivacv-act/. 
49 See the definition of "persona l  information," section 3 of the Privacy Act. 
so * * *  
5 1  Privacy Regulations, SOR/83-508. 
52 * * *  
53 Remarks to NSICOP b y  the Deputy Legal Advisor a n d  Genera l Counsel, Department of Nationa l  Defence a n d  Canadian Forces 

Legal Advisor (Department of Justice}, May 30, 2019. 
54 The "Charter app l ies to the Parl iament of Canada in respect of all matters within the authority of Parl iament i nc ludi ng a l l  

matters re lating to  the Yukon and Northwest Territories," Canadian Charter of Rights and Freedoms, Part 1 o f  the  Constitution 

Act, 1982, being Schedule B to the Canada Act 1982 (UK}, 1982, c. 11, para .  32(1} (a}. 
55 DND/CAF, * * *  
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42. Canadian law offers strong constitutional protections against government intrusions into the lives 
of Canadians. Should the Charter apply to the extraterritorial defence intelligence activities of DND/CAF, 
those activities would need to be compliant, for example, with section 8 of the Charter, which provides 
that "everyone has the right to be secure against unreasonable search and seizure." Generally, a search 
or a seizure will be reasonable if it is authorized by law (most often a statute), the law is reasonable, and 
the manner in which the search or seizure is carried out is also reasonable.56 In most cases, this means 
that the state may not interfere with a reasonable expectation of privacy, unless the state's activity in 
question is authorized by a judge. 

43. In the national security and intelligence context there are two statutes of relevance to this review 
(in addition to the Criminal Code, explained at paragraphs 33-35).57 The first governs the activities of 
CSIS, the CSIS Act, which provides that CSIS, both inside and outside Canada, "shall collect, by 
investigation or otherwise, to the extent that is strictly necessary, and analyse and retain information 
and intelligence respecting activities that may on reasonable grounds be suspected of constituting 
threats to the security of Canada." The Director of CSIS may, if required in the context of such 
investigation, apply to a designated judge of the Federal Court for a warrant authorizing the Director of 
CSIS to use certain intrusive measures in the course of collecting information. The authorized activity 
may include the interception of the private communications of Canadians, or the seizure of devices that 
contain personal information. The designated judge may impose any condition deemed appropriate. 
Authorizations provided to CSIS by the Federal Court can apply to the information of or about Canadians 
who are inside or outside of Canada. Part VI of the Criminal Code (interception of private 
communications) does not apply to cases where the interception is authorized by the warrant.58 

44. The second statute of relevance is Part V.l of the National Defence Act (Communications Security 
Establishment), which authorized a certain level of intrusion into the privacy of individuals. Among other 
things, Part V.l of the Act gave CSE the mandate to acquire and use information from the global 
information infrastructure for the purpose of providing foreign intelligence in accordance with the 
Government of Canada intelligence priorities.59 It also prohibited CSE from directing its activities at 
Canadians located anywhere, or any person in Canada. These activities also had to be subject to 
measures to protect the privacy of Canadians in the use and retention of intercepted information. Under 
the Act, the Minister of National Defence could authorize CSE to intercept private communications in 
the execution of its mandate, provided that the conditions set out in the Act were satisfied. 

56 R. v. Collins, [1987] 1 S.C.R. 265; Hunter v. Southam, [1984] 2 S.C.R. 145; R. v. Nolet, [2010] 1 S.C.R. 851; R. v. Shepherd, [2009] 

2 S.C.R. 527. 
57 There is no exception to the appl ication of Part VI of the Criminal Code ( i nterception of private communications) to DND/CAF 

in any context. By virtue of the Code of Service Discipl i ne, Part VI appl ies to DND/CAF. 
58 CSIS Act, R.S.C., 1985, c. C-23, ss. 2, 12, 21, 21 .1  and 26. 
59 I n  2019, B i l l  C-59, An Act respecting national  security matters, L.C. 2019, c. 13, Part 3, establ ished the CSE Act, which provided 

CSE with the fol lowing mandate: 15(1) The Establ ishment is the national signals intel ligence agency for foreign inte l l igence and 

the technica l authority for cybersecurity and information assurance. The B i l l  received Royal Assent on June 21, 2019, and came 

into force on August 1, 2019. 
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45. However, sources of lawful authority to interfere with Charter-protected rights are not 

necessarily l imited to statutes. Canadian courts have recognized that in some limited cases, the common 

law may provide sufficient authority to justify a search or seizure.60 Those cases have thus far been 

limited to the actions of law enforcement agencies. There is currently no jurisprudence suggesting the 

common law provides sufficient justification for the use of intrusive methods and techniques in the 

context of national security and intelligence activities, including defence intell igence activities. 

60 See for example R. v. Caslake, [1998] 1 S.C.R. 51 .  
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Chapter 3: Treatment of Information About Canadians Before the 

CANCIT Functional Directive 

46. DND/CAF stated that prior to the issuance of the CANCIT Functional Directive, "direction for 
handling [information about Canadians] was provided in discrete policies and directives related to 
specific intelligence disciplines and defence activities where there [is] a possibility that Canadian citizen 
information could be collected as part of a mandated DND/CAF operation or activity."61 Of all the 
defence intelligence activities conducted by DND/CAF, five were considered the most relevant in the 
context of this special review with respect to the collection, use, retention or dissemination of 
information about Canadians. Explained in detail below, these are: 

• intelligence activities using the Internet; 
• signals intelligence (SIGINT); 
• human intelligence (HUMINT); 
• counter-intelligence; and 
• captured equipment and material (as of April 1, 2019, known as captured equipment and 

documents). 

Intel l igence activities using the Internet 

47. Intelligence activities using the Internet is defined by DND/CAF as "the use of Internet-based and 
Internet-enabled open source resources and platforms to discover, collect and leverage information for 
the purposes of generating or contributing to intelligence products."62 The Chief of Defence Intelligence 
issued the Chief of Defence Intelligence Functional Directive: Framework for the Conduct of Intelligence 
Activities Using the Internet in February 2017. The directive stated that its purpose was to "enable the 
conduct of defence intelligence activities using the Internet by ensuring that such activity is consistent 
with Departmental mandate, and considers and mitigates the risk of*** [and stipulates] a standardized 
and consistent risk analysis process to ensure that appropriate authorities, technology and procedures 
are applied."63 

48. The directive describes the authority basis for intelligence activities using the Internet as 
consistent with those for all other defence intelligence activities. In other words, the legal authority to 
conduct intelligence activities using the Internet is found in elements of the common law, specifically 
the Crown prerogative, in Canadian legislation (i.e., the National Defence Act) and in international law. It 

61 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
62 DND/CAF, Chief of Defence I nte l l igence Functional Directive: Framework for the Conduct of I nte l l igence Activities Using the 

I nternet. 
63 DND/CAF, Chief of Defence I nte l l igence Functional Directive: Framework for the Conduct of I ntelligence Activities Using the 

I nternet. 
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is derived from DND/CAF's authority to conduct mandated defence activities and operations approved 

by the Government of Canada.64 

49. The directive includes key controls for DND/CAF's conduct of intelligence activities using the 

Internet, notably that: 

• information cannot be collected solely on the basis that it is publicly available on the Internet -

DND/CAF personnel, "acting as agents of the State [must ensure] that collection is lawful and 

consistent with their mandate;" and 
• DND/CAF personnel shall not intentionally collect information on Canadians, except when 

authorized by a competent authority with a legal mandate to do so. 

50. The directive does not explicitly prohibit the intentional collection of Canadian citizen 

information. Rather, the directive acknowledges in its description of the types of Internet-based 

activities and methods of acquiring information from the Internet that Canadian citizen information 

could be inadvertently or intentionally collected .  The directive requires that DND/CAF personnel 

complete formal risk assessments to initiate an Internet-based intelligence operation, which must 

include assessments of whether DND/CAF personnel anticipate that personal information of Canadians 

would be intentionally or inadvertently collected. Where intentional collection is anticipated, DND/CAF 

personnel must demonstrate how that collection is permitted under the specific mandate of the mission 

in question.65 

51 . The directive also mentions the DND/CAF authority to provide Internet-based intelligence 

support to other federal departments and agencies, pursuant to section 273.6 of the National Defence 

Act. [*** The rest of this paragraph was revised to remove injurious or privileged information. This 

paragraph references an example of where DND/CAF provided such support to another government 

department. ***]66 

Signals inte l l igence 

52. SIGINT is derived from the interception, collection, processing and analysis of communications 

and data links, including email, mobile and telephone communications. SIGINT also includes intelligence 

derived from electromagnetic emissions and instrumentation signals from things like radars and missile 

guidance and command systems.67 

64 DND/CAF, Chief of Defence I ntel l igence Functional Directive: Framework for the Conduct of I nte l l igence Activities Using the 

I nternet. 
65 DND/CAF, Chief of Defence I ntel l igence Fu nctional Directive: Framework for the Conduct of I nte l l igence Activities Using the 

I nternet. 
66 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
67 I n  the Canadian i ntel l igence community, signals inte l l igence (SIG INT) collection is performed by both CSE under Part A of its 

mandate (foreign intell igence) and by DND/CAF as part of its deployed operations under delegated CSE authorities. DND/CAF, 

I nformation briefing to the NSICOP Secretariat on the "I ntegrated S IGINT Operations Model," Ju ly 23, 2018. 
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53. Prior to August 1, 2019, DND/CAF drew its authority to conduct SIGINT activities from the Crown 

prerogative, or through the statutory authority of the Communications Security Establishment (CSE), 

which was then found in Part V.1 of the National Defence Act.68 For deployed operations, the Minister of 

National Defence had delegated the authority to conduct SIGINT activities from CSE to the CAF in 

accordance with the Ministerial Directive on the Integrated SIGINT Operations Model. This meant that 

DND/CAF SIGINT activities, conducted under CSE authorities, were subject to the same restrictions 

contained in Part V.1 of the National Defence Act, including the prohibition against directing intelligence 

activities at Canadians.69 These activities were also subject to relevant ministerial authorizations, and 

were subject to review for lawfulness by the CSE Commissioner.70 The prohibition against directing 

intelligence activities at Canadians was subject to one exception: when CSE provided technical and 

operational assistance to federal law enforcement and security agencies pursuant to subsection 

273.64(1 )(c) of the National Defence Act. CSE requests for assistance from DND/CAF would have been 

subject to the limitations imposed by law on the assisted agency or department (such as the RCMP or 

CSIS).71 

Human intel l igence 

54. HU MINT is intelligence derived from the collection and analysis of information from human 

sources. HUM INT activities are conducted by specialized DND/CAF personnel. The DND/CAF HU MINT 

Policy Framework refers to several specialties in relation to the conduct of HUM INT activities including: 

source handling and intelligence interrogation, and the conduct of strategic debriefing. 

Source handling and intell igence interrogation 

55. Source handling operations are controlled HUM INT activities conducted by specialized units and 

include * * *  in order to collect and provide information. The Chief of Defence Intelligence Functional 

Directive: CF Policy Framework for the Conduct of HUMINT Activities governs source handling 

operations. 

68 At the time of the submission of this report, Part V.1 of the National Defence Act had been repea led and replaced by the 

Communications Security Establishment Act. For cla rity, this report refers to the authority structure under Part V.1 of the 

National Defence Act, which was in  force dur ing the period u nder review. 
69 In the Canadian i nte l l igence commun ity, SIG I NT col lection is �erformed by both CSE under Part A of the CSE mandate (foreign 

inte l l igence) and by DND/CAF as part of its deployed operations under delegated CSE authorities. DND/CAF, I nformation 

briefing to the NSICOP Secretariat, " I ntegrated SIG I NT Operations Model," Ju ly 23, 2018. CSE noted that the CAF a lso conducts 

S IG INT activities under CSE authorities that a re not done d i rectly in support of deployed operations (e.g., * * * ) .  
7 0  Not every annua l  report from the Office of  the CSE Commissioner covers the activities of  the Canadian Forces I nformation 

Operations G roup. CAF S IG INT activities a re not, as a rule, all reviewed by the CSE Commissioner - they a re, however, subject to 

review by the Commissioner. Communications Security Establ ishment. Written submission to NSICOP. October 1, 2018. 

Moreover, should DND/CAF conduct SIG I NT activities u nder the Crown prerogative, DND/CAF wou ld not be subject to the 

l imitations provided in  Part V.1 of the National Defence Act and would not be subject to review. CSE feedback on CANCIT draft 

report, Ju ly 21, 2019. 
71 DND/CAF, Statement of responses to NSICOP requests for information, March 25, 2019. For its part, CSE could not identify an 

instance where DND/CAF assisted CSE in the fu lfi l lment of a request for assistance under section 273.64(1) (c) of the National 

Defence Act. CSE feedback on CANCIT draft report, 9 August 2019. 
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56. An intelligence interrogation is defined as the controlled, systematic and legally compliant 

process of using DND/CAF-approved approaches, strategies and ploys to question detainees taken into 

custody during the course of international operations to collect information to fulfill intelligence 

requirements. Intelligence interrogations are governed by the 2014 Defence Intelligence Functional 

Directive: CF H U M  INT Intelligence Interrogation Operations in International Operations. 

57. Neither source handling operations nor intelligence interrogations may be directed at nor 

otherwise involve a Canadian. If a Canadian is inadvertently involved in a source handling operation or if 

information is collected about a Canadian, the operation must be suspended and the incident brought 

to the attention of the operational commander. Similarly, an intelligence interrogation must be 

suspended if it is determined that the subject of the interrogation is a Canadian. The incident must be 

brought to the attention of the chain of command as soon as possible. 

Strategic debriefing 

58. DND/CAF defines debriefing as the voluntary questioning of individuals who may possess 

knowledge of defence intelligence interest to obtain usable information or confirm previously collected 

information in response to defence and military intelligence requirements. "Strategic debriefing" is 

defined as the voluntary questioning, through a deliberate and systematic process, of individuals who 

may possess information relevant to strategic and operational intelligence requirements. These 

activities are governed by the 2015 Defence Intelligence Functional Directive: Strategic Debriefing 

(Strategic Debriefing Functional Directive). 

59. The Strategic Debriefing Functional Directive states that strategic debriefings may take place in 

Canada or abroad. It also identifies three groups of individuals who may possess information of 

intelligence value that would warrant the conduct of strategic debriefings: 

• * * *  the Commander of Canadian Forces Intelligence Command must authorize these briefings; 

• * * *  the Minister of National Defence and the Chief of Defence Staff must authorize these 

briefings on a case-by-case basis; and 

• * * *  the Minister of National Defence and the Chief of Defence Staff must authorize these 

briefings on a case-by-case basis. 

60. The Strategic Debriefing Functional Directive states that the legal authority to conduct this type 

of activity is derived, as are all defence intelligence activities, from Canadian legislation (i.e., the 

National Defence Act), international law and elements of the common law, specifically the Crown 

prerogative. Accordingly, any methods used in the conduct of strategic debriefing remain subject to 

applicable Canadian and international law, and government and ministerial policies and directives. This 

type of activity also requires the existence of a nexus between the nature and scope of the activity and a 

lawfully authorized defence operation or activity. 
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Biometrics 

61. A DND/CAF order for Operation IMPACT prohibits the intentional collection of biometrics from 
Canadians and permits the collection of biometrics only from foreign nationals seeking entry into 
DND/CAF-controlled areas.72 The order states that if biometric data about a Canadian is inadvertently 
collected, and the Canadian is deemed to pose a threat, the data shall be segregated from the rest of 
the data. DND/CAF personnel are then required to consult with the chain of command to determine  
whether the information could be  shared with any Canadian government organization. If the Canadian 
whose data has been collected is not deemed to pose a threat, the data must be immediately deleted 
from all systems. 

Counter-intel l igence 

62. DND/CAF defines counter-intelligence as those activities concerned with identifying and 
counteracting threats to the security of DND employees, DND/CAF members, and DND/CAF property 
and information; the threats are posed by hostile intelligence services, organizations or individuals, who 
are or may be engaged in espionage, sabotage, subversion, terrorist activities, organized crime or other 
criminal activities.73 DND/CAF stated that counter-intelligence operations are one of two activity areas 
currently mandated and authorized to intentionally collect information about Canadians (the other 
being another intelligence activity) *** 74 

63. DND/CAF uses different authorities to conduct counter-intelligence activities. When deployed on 
operations, DND/CAF explained that the Canadian Forces National Counter-Intelligence Unit conducts 
counter-intelligence activities pursuant to a relevant exercise of the Crown pre rogative.75 

64. Domestically, DND/CAF stated that the authority to conduct counter-intelligence activities is 
found in the Policy on Government Security, which is issued by the Treasury Board of Canada Secretariat 
under the authority of section 7 of the Financial Administration Act. In application of the authority 
granted to deputy heads under this policy, the Vice Chief of Defence Staff issued the Defence 
Administrative Orders and Directives (the 8002 series) to meet the obligations of the Chief of Defence 
Staff and the Deputy Minister, as deputy heads, to manage security activities within DND/CAF.76 The 
Chief of Defence Intelligence has also issued two functional directives on counter-intelligence 
investigations. Together, the functional directives and the 8002 Series established the framework for the 
National Counter-Intelligence Program and creates the Counter-Intelligence Oversight Committee. They 

72 DND/CAF, Biometrics - [Operation) I MPACT, Concept of Operations, J u ly 22, 2015. 
73 DND/CAF, Defence Administrative Order and Directive (DAOD 8002-0), Counter-Intelligence, 

www .ca na da .ca/en/ de pa rtme nt-natio na I-defence/ corporate/po I ic ies-sta n da rds/ defe nee-ad min istrative-o rde rs­

d irective s/8000-se ries/8002/800 2-0-co u nte r -i nte 1 1  ige nee. htm I . 
74 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
75 DND/CAF, remarks to NSICOP, May 30, 2019. 
76 DND/CAF, Defence Administrative Order and Directive - DAOD 8002 - Table of Contents, www.canada.ca/en/department­

natio na I-defe nee/ corporate/po I ic ies-sta nda rds/ defence-ad min istrative-orde rs-di rectives/8000-se ries/8002 . htm I . 
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also grant authority to the Canadian Forces National Counter-Intelligence Unit to collect, collate and 

assess counter-intelligence security threat information to provide security intelligence, security threat 

information and early warnings to DND/CAF senior managers and commanders. 

65. DND/CAF explained that the Canadian Forces National Counter-Intelligence Unit obtains CANCIT 

information in the following circumstances: 

• when identifying and monitoring threats to the security of DND/CAF; 

• when conducting Security Intelligence Liaison Program activities as the office of primary concern 

for the collection of security intelligence; 

• through approved access to information requests by the Canadian Forces National Counter­

Intelligence Unit (identified as an investigative body in the Privacy Act); 
• received from other government departments or agencies in accordance with the Security of 

Canada Information Sharing Act;77 and 

• via exchanges with the Financial Transactions and Reports Analysis Centre on financial 

information relating to personnel who are subjects of an active Canadian Forces National 

Counter-Intelligence Unit investigation, in accordance with section 55.1(1) of the Proceeds of 
Crime (Money Laundering) and Terrorist Financing Act.78 

66. DND/CAF stated that its record keeping system is not designed to produce statistics on the 

magnitude of the Canadian Forces National Counter-Intelligence Unit's collection, retention, use and 

dissemination of information about Canadians.79 However, DND/CAF reported that between January 1 

and March 14, 2019, the unit generated * * *  counter-intelligence reports, * * *  of which (80%) contained 

information about Canadians, and * * *  of which DND/CAF shared the contents of orally with Canadian 

security partners. 

67. DND/CAF described this data sample as representative of the amount of CANCIT information the 

unit might collect or share with Canadian security partners in a given 10-week period. DND/CAF stated 

that information is shared with security partners for two reasons: first, to determine if partners have any 

adverse information concerning the persons of interest to the Canadian Forces National Counter­

Intelligence Unit; and second, to determine if security partners have any information that indicated if a 

threat was posed by or to the individual. Counter-intelligence information, including information about 

Canadians, may be shared with domestic security partners in accordance with the Security of Canada 

Information Sharing Act and under subsection 8(2)(a) of the Privacy Act. Consistent with the Privacy Act, 

77 During the period under review, the Security of Canada Information Sharing Act (SCISA) was renamed the Security of Canada 

Information Disclosure Act (SCIDA), when An Act respecting notional security matters (known as Bi l l  C-59) received Royal Assent 

on June 21, 2019. 
78 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
79 DND/CAF noted that it cu rrently uses a Microsoft Access database to log records of its activities, stating that statistics must 

be manua l ly generated from the database. The National Counter-Intelligence Unit has formal ly identified a need for new 

systems and sophisticated software to manage the information held by the un it. DND, Response to NSICOP request for 

information, March 25, 2019. 
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the Canadian Forces National Counter-Intelligence Unit maintains a personal information bank for the 
collection, retention and use of Canadian citizen information in support of its activities.80 

68. Although DND/CAF stated that it does not share actual or potential information about Canadians 
with international partners, the department noted that it could legally disseminate it, "if the disclosure 
is authorized under the Privacy Act, in accordance with the Charter as the case may be, and in  
compliance with the Ministerial Directive on Avoiding Complicity in  Mistreatment by Foreign Entities." 
Any proposed international sharing of information would undergo consultation with legal advisors and 
strategic policy advisors.81 

Captured equipment and material / Captured equipment and documents 

69. Until recently, captured equipment and material (CEM) was governed in Canada by the 2012 
Chief of Defence Intelligence Functional Direction: * * *  (2012 CEM Functional Direction). I n  July * * *  
DND/CAF directed that the functional direction be revised, due to "a defence intelligence policy gap with 
respect to intelligence sharing derived from analysis of CEM."82 At the time, the Chief of Defence 
Intelligence issued the Interim Defence Intelligence Policy Guidance in Support of * * *  Among other 
things, the interim policy guidance stipulated that the * * *  will share intelligence with * * *  only if the 
Canadian department or agency from which the intelligence was derived deemed that intelligence 
releasable .83 As of April 1, 2019, the 2012 CEM Functional Direction has been replaced by the Chief of 
Defence Intelligence Functional Directive: Exploitation of Captured Equipment and Documents (2019 
CED Functional Directive).84 

70. The terms CEM and CED both include documents, media or equipment recovered from a 
captured person, during a search of a location or, more generally, during the conduct of an operation. 
The exploitation of CEM is a standard intelligence activity among modern militaries, and provides 
decision-makers with intelligence concerning the capabilities and intentions of opposing forces. It may 
also provide intelligence for the planning and conduct of subsequent operations, targeting and the 
initiation of other intelligence collection activities.85 

71. Both the 2012 CEM Functional Direction and the 2019 CED Functional Directive define 
exploitation as including the systematic retrieval and analysis of captured equipment, documents and 
media. Exploitation may involve the extraction and processing of information of a technical, tactical or 

80 DND MIS 085, Personal  information bank. 
81 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
82 Letter from the Chief of Defence I ntel l igence to the * * *  
83 DND/CAF, I nterim Defence I ntel l igence Pol icy Gu idance in  Support of * * *  
84 The Chief o f  Defence I nte l l igence Fu nctional Directive: Exploitation o f  Captured Equ ipment and Documents was approved on  

January 10, 2019, came into force on Apri l 1 ,  2019, a nd  was not disclosed to  the Committee u nti l  J u ly 19, 2019. This new 

functional d irective does not materia l ly change the Committee's factual analysis .  
85 DND/CAF, Chief of Defence I ntel l igence Fu nctional Direction: * * *  November 21, 2012; and Chief of Defence I ntell igence 

Functional Directive: Exploitation of Captured Equipment and Documents, April 1, 2019. 
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procedural nature, through the use of specific capabilities. Although the 2019 CED Functional Directive 
does not enumerate those capabilities, the 2012 CEM Functional Direction outlined that those could 
include * * * 86 

72. The 2012 CEM Functional Direction was silent on how to handle information about Canadians. By 
contrast, the 2019 CED Functional Directive provides that "if collection, handling, disclosure, or release 
of Canadian citizen information occurs, [the CANCIT Functional Directive] applies." 

Sharing of CEM *** with DND/CAF and the CANCIT Functional Directive 

73. The absence of clear direction on the handling of information about Canadians*** was an 
important impetus for the development of the CANCIT Functional Directive. Generally, DND/CAF 
attributed the need for this directive to changes in the operational environment, explaining that the risk 
of inadvertently collecting information about Canadians had been increasing in recent years. DND/CAF 
cited three developments that increased that risk: 

• emerging intelligence capabilities, including the increased conduct by DND/CAF of intelligence 
activities using the Internet; 

• the rise of CEM recovered in the battlefield by both Canadian and coalition forces; and 
• the challenge of an increasing number of Canadian citizens in DND/CAF areas of operation (e.g., 

extremist travellers).87 

74. However, DND/CAF cited one specific*** event that triggered the development of the CANCIT 
Functional Directive. At some point in [*** The following two sentences were revised to remove 
injurious or privileged information and to ensure readability. The two sentences describe the event.*** ] 

* * * 88 In fact, DND/CAF noted that in the initial scoping of the policy requirements for the directive, 
some DND/CAF personnel believed that DND/CAF could not collect information about Canadians in any 
context. DND/CAF explained that this perception led intelligence personnel to request guidance*** on 
how to handle information about Canadians that was [*** related to the event *** ].89 DND/CAF stated 
that the department developed the CANCIT Functional Directive as proactive guidance to provide 
DND/CAF personnel with clear direction as to when the collection of information about Canadians was 
permitted. DND/CAF also wanted to outline the procedures on the reporting, logging and destruction of 
information about Canadians when it is detected or collected inadvertently.90 

86 DND/CAF, Chief of Defence I ntel l igence Functional Direction : * * *  November 21, 2012; and Chief of Defence I ntel l igence 

Functional Directive: Exploitation of Captured Equipment and Documents, April 1, 2019. 
87 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
88 DND/CAF, * * *  I ntel l igence Sharing Update, Briefing note for the CDS [Chief of Defence Staff] and the Deputy Minister, 

December 22, * * *  
89 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
90 DND/CAF, Remarks to NSICOP, May 30, 2019. 
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I ssues raised by the sharing of CEM with DND/CAF 

75. The sharing of CEM * * *  with Canada raised immediate issues for DND/CAF regarding its ability to 

lawful ly share information with other Canadian government organizations, and the suitability of the 

legal and policy framework underpinning the * * *  DND/CAF has stated that defence intelligence 

activities often involve highly perishable operational intelligence, meaning that its value diminishes with 

time.51  In a briefing note to the Chief of Defence Staff and the Deputy Minister, DND/CAF officials stated 

that the information found * * *  should have been shared as quickly as possible with Canadian law 

enforcement and security agencies, but that sharing was delayed by the complexities of different 

domestic information sharing laws and policies. They described this situation as an example of broader 

challenges associated with the collection, handling, sharing and exploitation of CE M.92 

76. The briefing note identified three overarching issues related to information sharing and the 

exploitation of this information within Canada: 

• Differing mandates of partner agencies: CSIS, the RCMP and CSE have unique national security 

mandates. Each has different policies and requirements for receiving information from external 

entities. 

• Sharing of large volumes of information: Existing intelligence-sharing instruments, such as the 

Security of Canada Information Sharing [now Disclosure] Act, were not created to deal with large 

volumes of information, or information the nature of which has not been previously reviewed to 

determine its content. 

• Privacy Act requirements surrounding the exploitation of the information by DND/CAF in 

Canada: If the exploitation of the information * * *  occurs in Canada, Privacy Act requirements 

would need to be met.93 

77. The issue of Privacy Act requirements is particularly important. [ * * *  This paragraph was revised 

to remove injurious or privileged information and to ensure readability. The paragraph notes that 

DND/CAF was aware that once the intelligence was in Canada, Privacy Act obligations would be 

triggered and it would have to meet a number of obligations and put in place required infrastructure. 

These obligations included determining the scope of personal information that DND/CAF possessed, 

determining what personal information of Canadians existed, ensuring that the information was used 

only for the purpose for which it was obtained, and that measures were put in place to protect all 

personal information from unauthorized access. There was also a requirement under the Privacy Act to 

create a personal information bank to hold all personal information.94 * * * ]  * * *95 

91 DND/CAF, Accountabi l ity Measures Taken and Considered with Respect to the Defence I ntell igence Fu nction, Briefing note 

for the National Security Advisor to the Prime Minister, October 8, 2015. 
92 DND/CAF, * * *  I ntel l igence Sharing Update, Briefing note for the CDS and the Deputy Minister, December 22, * * *  
9 3  DND/CAF, * * *  I nte l l igence Sharing Update, Briefing note for the CDS and  t he  Deputy Min ister, December 22, * * *  
94 See the Privacy Act, section 10(1 ) .  
9 5  DND/CAF, ***  
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78. [ * * *  Paragraphs 78 and 79 were revised to remove injurious or privileged information and to 

ensure readability. The two paragraphs detail how DND/CAF and another government department 

agreed to cooperate. * * *]96 

79. * * *97 

96 Letter from the CDS and the Deputy Min ister to the * * *  
97 Memorandum to  the CDS and  t he  Deputy Min ister, * * *  
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Chapter 4: The CANCIT Functional Directive 

Objectives and application of the CANCIT Functiona l Directive 

80. The CANCIT Functional Directive is an order for all officers and non-commissioned members of 
the CAF, and a directive for all employees of DND. The stated purpose of the CANCIT Functional 
Directive is to: 

• ensure clarity on the legal and policy constraints for the collection of Canadian citizen 
information when conducting defence intelligence activities; 

• provide guidance for instances where Canadian citizen information is inadvertently collected by 
DND/CAF when conducting defence intelligence activities; and 

• establish general parameters for the collection of Canadian citizen information for defence 
intelligence purposes in operational and training environments.98 

81. DND/CAF stated that the CANCIT Functional Directive is intended to apply to both the intentional 
and inadvertent collection of information about Canadians, occurring in the context of all DND/CAF 
intelligence operations and activities (inside and outside Canada), except those activities already 
governed by existing directives regarding the collection of information about Canadians.99 Prior to the 
CANCIT Functional Directive, directions for handling information about Canadians were addressed in 
individual policies and directives related to specific intelligence activities, including signals intelligence, 
human intelligence and counter-intelligence, which are still in force (see Chapter 3). Accordingly, 
DND/CAF stated that the CANCIT Functional Directive does not apply to those specific activities. 
DND/CAF also stated that "the Directive is very clear. DND/CAF personnel may only deliberately collect 
information on Canadian citizens for intelligence purposes under two circumstances: one, in support of 
a mandated defence operation or activity - and currently this [authorization for deliberate collection] 
only applies to counter-intelligence operations; [and two), in support of another government 
department or agency, pursuant to an authorized request for assistance under section 273.6 of the 
National Defence Act." 100 Notwithstanding these statements, the CANCIT Functional Directive does not 
qualify or limit its application in reference to any directives for other intelligence activities, nor does it 
state that it applies only to those defence intelligence activities that do not have pre-existing guidance 
regarding the collection of CANCIT information. 

Legal authority 

82. The CANCIT Functional Directive states that the authority to conduct defence intelligence 
activities is implicit when DND/CAF is legally mandated to conduct military operations and other defence 

98 DND/CAF, Chief of Defence I ntelligence Functional Directive: Guidance on the Collection of Canadia n Citizen I nformation, 

August 31, 2018. 
99 DND/CAF, Remarks to NSICOP, May 30, 2019. 
100 DND/CAF, Remarks to NSICOP, May 30, 2019. I n  the second circumstance noted, cu rrently only * * *  fa l ls i nto this category. 
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activities, pursuant to legislation or an exercise of the Crown prerogative, and where a clear nexus has 
been established between the nature and scope of the defence intelligence activity and the mandated 
mission. This is subject to the caveat that any means used in the conduct of defence intelligence 
activities remain subject to applicable Canadian and international laws, and government policies and 
ministerial directives. 

83. The CANCIT Functional Directive states that DND/CAF operations and activities shall not involve 
the collection of information about Canadians for defence intelligence purposes. This is subject to two 
exceptions : 

• the collection occurs in support of mandated defence operations and activities; 101 or 
• the collection occurs in support of another department or agency, subject to the authority, 

mandate and requirements, as prescribed by law, of the supported Canadian department or 
agency to collect the information. 

84. DND/CAF explained that the CANCIT Functional Directive does not provide any new authority to 
collect information about Canadians in support of its mandated operations and activities. That authority 
comes from the lawful mandate or mission that is approved at the ministerial, Cabinet or prime 
ministerial level, which is normally the result of the exercise of prerogative powers. DND/CAF further 
stated that, at the same time, the CANCIT Functional Directive does not impede or limit the ability of 
DND/CAF to conduct defence intelligence activities. DND/CAF cited section 273.6 of the National 
Defence Act as the source of authority for providing assistance to other departments and agencies.102 

85. [*** Paragraphs 85, 86 and 87 were revised to remove injurious or privileged information. They 
describe information provided to DND/CAF. *** ) *** 103 

86. 

• 

• 

• 

• 

• 

• 

• 

* * * 104 

*** 
*** 
*** 

*** 

*** 
*** 
*** 

101 The term "Operations" is defi ned in section 3.8 of the Functional Directive as "the carrying out of service, tra in ing, or 

admin istrative mi l itary mission; the process of carrying out combat (or non-combat) mi l itary actions." This definition comes 

from the Defence Termino logy Bank. 
102 DND/CAF, Remarks to NSICOP, May 30, 2019. 
103 DND/CAF, *** August 24, 2018. 
104 **  * 
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87. * * * 105 

Pol icy Direction 

88. The Policy Direction section of the CAN CIT Functional Directive provides direction on the various 
general and specific conditions with respect to information about Canadians that must be met while 
conducting defence intelligence activities. Generally, operational commanders authorizing defence 
intelligence activities must coordinate with the Chief of Defence Intelligence to assess the risk of 
encountering Canadians, or information about Canadians, as part of the activity or mission being 
supported. In all cases, information about Canadians must have a direct and immediate relationship 
with, and be demonstrably necessary to, an authorized operation or activity. 

89. Although intended to apply to both intentional and inadvertent collection of information about 
Canadians, 106 the CANCIT Functional Directive does not contain any provision dealing specifically with 
intentional collection. It is, however, very specific on what is expected to be done with inadvertently 
collected information: 

• the chain of command and the Canadian Forces Intelligence Command Release and Disclosure 
Coordination Office must be notified of the collection, unless reporting protocols specific to the 
collection activity apply; 

• the information must be deleted from DND/CAF databases once it is confirmed that it cannot be 
held for defence intelligence purposes to s upport mandated defence operations and activities, 
or lawfully passed to another Canadian government department or agency; 

• all instances of collection must be logged; and 
• training exercises involving defence intelligence components must include mitigation plans for 

the inadvertent collection of information about Canadians. 

90. Finally, the CANCIT Functional Directive states that information about Canadians may be shared 
with other Canadian government departments and agencies if the disclosure is authorized by law, 
including the Privacy Act, the Security of Canada Information Sharing Act, as the case may be, and the 
Charte,. Although the directive does not explicitly permit sharing with foreign entities, it does require 
that logs documenting the sharing of information about Canadians with both domestic and foreign 
entities be maintained and that shared information be deleted from DND/CAF databases. 

91. DND/CAF explained that before the CANCIT Functional Directive was issued in August 2018, there 
was no requirement to document and provide logs detailing the instances of sharing information about 
Canadians with other domestic government departments and foreign entities. Under the current 
directive, any proposed sharing would undergo consultation with legal advisors and strategic policy 

105 DND Deputy Legal Advisor and General Counsel and Canadia n Forces Legal Advisor (Department of Justice), Remarks to 

NSICOP., May 30, 2019. 
106 DND/CAF, Remarks to NSICOP, May 30, 2019. 
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advisors. All DND/CAF release and disclosure authorities and officers undergo formal training and 

accreditation on information sharing policies and procedures. Only those DND/CAF personnel who 

complete this training and have been accredited in the DND/CAF training system database are 

authorized to share intelligence and information with domestic departments and foreign entities. 

Handling information about Canadians is covered in that training. In general, all defence intelligence 

information contains clear and relevant security classifications, control markings and special use, as well 

as handling caveats. Any restrictions and sharing controls are clearly marked on documents.10
7 

107 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
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Chapter 5 :  The Committee's Assessment 

92. This Special Report on the collection, use, retention and dissemination of information on 
Canadians in the context of DND/CAF defence intelligence activities was triggered by the promulgation 
of the CANCIT Functional Directive on August 31, 2018, and its provision to the Committee on 
October 26. As stated in the Committee's terms of reference, the objectives of the Special Report were 
to: 

• describe the DND/CAF authority and policy framework for the collection, use, retention and 
dissemination of information on Canadians; 

• describe the circumstances in which, and purposes for which, the collection, use, retention and 
dissemination of Canadian citizen information is permitted, versus those in which it is 
prohibited; 

• describe the manner in which DND/CAF tracks and documents its collection, use, retention and 
dissemination of Canadian citizen information; and 

• assess the legal, policy and administrative frameworks under which the collection, use, 
retention and dissemination of Canadian citizen information is permitted or prohibited. 

93. This Special Report has addressed the first three of these objectives: 

• DND/CAF authority and policy framework: In the absence of clear statutory provisions for 
defence intelligence, DND/CAF defence intelligence activities are largely conducted under the 
authority of the Crown prerogative. In practice where DND/CAF faces the possibility of 
encountering information about Canadians, DND/CAF relies on authorities under the Integrated 
S IGINT [Signals Intelligence] Operations Model for its SIGINT activities (see paragraphs 35 and 
53) and partnerships with other federal government departments and agencies for its other 
activities (such as*** see paragraphs 18-21 and 69-79 respectively) through a request for 
assistance pursuant to section 273.6 of the National Defence Act. DND/CAF defence intelligence 
activities are also subject to several policy documents, mostly in the form of functional 
directives, several of which include directions on the handling of information about Canadians. 
The CANCIT Functional Directive, intended to apply to all defence intelligence activities, is the 
latest addition to the policy suite. (Chapters 1-4) 

• Circumstances permitting and prohibiting the handling of CANCIT information: The intentional 
collection of information about Canadians is currently authorized only in the context of the 
DND/CAF counter-intelligence program, and where DND/CAF is providing assistance to another 
department or agency pursuant to section 273.6 of the National Defence Act. In all other cases, 
DND/CAF adopts a cautious approach, most often opting to*** in which information about 
Canadians was inadvertently encountered. (Chapters 3-4) 

• Tracking and documenting the use of CANCIT information: Prior to the CANCIT Functional 
Directive, there was no requirement to track how information about Canadians was handled. 
Given the limited amount of available data, the Committee cannot comment on this aspect of 
the Special Report. (Paragraphs 89-91) 
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94. The Committee turns next to its assessment of the legal, policy and administrative frameworks 

under which the collection, use, retention and dissemination of Canadian citizen information is 

permitted or prohibited. The Committee focuses its assessment in three areas. The first is the trigger for 

this Special Report: DND/CAF's current policy framework to handle information about Canadians. The 

second area is the issue of the extraterritorial application of the Privacy Act. The third area is DND/CAF's 

reliance on the Crown prerogative for the conduct of its defence intelligence activities, particularly when 

those activities involve the collection of intelligence about Canadians. 

DND/CAF policy framework on Canadian citizens 

95. The main purpose of the CANCIT Functional Directive is to " [e] nsure clarity on the legal and policy 

constraints around the collection of Canadian citizen (CANCIT) information when conducting defence 

intelligence activities." 108 For the reasons that follow, the Committee believes that the CANCIT 

Functional Directive has not achieved this objective, and lacks sufficient clarity with respect to its scope 

and to DND/CAF authorities for the collection of information about Canadians when conducting defence 

intelligence activities. 

96. With respect to scope, the CANCIT Functional Directive was drafted as an overarching direction 

to DND/CAF. This is evident from language used throughout the document: 

• the directive applies to all officers and members of the CAF and all employees of DND, not only 

those of units responsible for specific defence intelligence activities; 

• the "purpose" of the directive refers to "defence intelligence activities" generally; and 

• the definitions cited in the directive are generic and drawn from DND/CAF official nomenclature 

(e.g., defence intelligence, information, intelligence, operations). 

97 . Despite the directive's statements in regard to its scope of application, DND/CAF sought to limit 

its general application in the course of the review. DND/CAF explained that, in practice, directives and 

orders governing other defence intelligence activity areas - such as signals intelligence (SIGINT) and 

human intelligence (HUMINT) - continue to be in force and must be read in conjunction with the CANCIT 

Functional Directive.109 DND/CAF also stated that the need for the CANCIT Directive stemmed from 

issues related to the handling of captured equipment and material (CEM)  * * *  However, the CANCIT 

Functional Directive does not make references to SIGINT, H U MINT, CEM or other defence intelligence 

activity areas, nor the need to read its guidance in conjunction with any other relevant functional 

directives. In short, the CANCIT Functional Directive does not define which defence intelligence activities 

are included in its scope, nor which directives take precedence with respect to the handling of CANCIT 

information. As discussed in paragraph 8, the Committee was unable to verify why the CANCIT 

108 DND/CAF, Chief of Defence I nte l l igence Functiona l  Directive: Gu idance on the Collection of Canadian Citizen I nformation, 

August 31, 2018. 
109 DND/CAF, Remarks to NSICOP, May 30, 2019. 
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Functional Directive was required, given existing guidance in other functional directives, nor establish 
what problems it was meant to address or resolve. 

98. The lack of clarity in the policy framework also manifests itself in the characterization of 
DND/CAF authorities. The CANCIT Functional Directive states: 

DND/CAF operations and activities shall not involve the collection of CANCIT 
information for defence intelligence purposes except where: 

- Collection occurs in support of mandated defence operations and activities; or 
- Collection, in support of another department or agency, is subject to the 

authority, mandate and requirements, as prescribed by law, of the supported 
Canadian department or agency to collect the informationY0 

99. Although the CANCIT Functional Directive appears to prohibit the collection of information about 
Canadians, the Committee is concerned that the first exception to that prohibition negates it entirely. 
On a plain reading, the language used in the directive strongly suggests that DND/CAF personnel are 
permi:ted to collect information about Canadians in all cases where a defence intelligence activity 
occurs in support of mandated operations. As with other parts of the CANCIT Functional Directive, the 
language refers to all defence intelligence activities. It does not identify specific defence intelligence 
activities, some of which, most notably SIGINT activities, have explicit statutory prohibitions against 
intentionally collecting the communications of Canadians, including in the context of mandated 
operations. Moreover, the CANCIT Functional Directive definition of "operations" includes a broad range 
of military activities, again suggesting that the collection of information about Canadians is permitted on 
all military missions. 

100. On the broader record provided to the Committee during its 2018 review of defence intelligence 
activities and this Special Report, it is clear that DND/CAF does not, in fact, use the Crown prerogative to 
collect information about Canadian citizens as part of its defence intelligence activities in the context of 
mandated operations.111 The Committee is concerned, however, by the ambiguity in DND/CAF directives 
and policies about its authorities to do so. In short, direction about authorities to collect information in 
the conduct of defence intelligence activities, especially where they may involve information about 
Canadians, should be clearly stated. 

101. The Committee believes that the authorities for the second type of collection, in support of 
another government department and under its authorities, are clearer. DND/CAF stated that such 
support is provided under the authority of 273.6 of the National Defence Act. The Committee is 

110 DND/CAF, Chief of Defence I ntelligence Functional Directive: Gu idance on the Collection of Canadian Citizen I nformation, 

August 31, 2018. 

m The 2018 review demonstrated that several defence inte l l ige nce activities i nclude clear restrictions or proh ibitions on such 

activity - most notably, signals intel l igence {SIG INT) and human ·ntel l igence {HUMINT) activities. See NSICOP, Annual Report 

2018, paragraphs 180 and 181, www.nsicop-cpsnr.ca/reports/rp-2019-04-09/2019-04-09 annua l  report 2018 public en .pdf. 
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satisfied, through its familiarity with the request made by [*** another government organization to 

DND/CAF ***] that appropriate mechanisms are in place to obtain such authorities. 

1 02. However, the Committee returns to a theme raised in its 201 8 Annual Report: important 

limitations on intelligence activities being embedded in policy documents rather than statute.112 The 

requirement in the CANCIT Functional Directive (and using similar language, in the Ministerial Directive 

on Defence Intelligence) that intelligence support to another government department is subject to the 

authority of the requesting department is a self-imposed restriction. Section 273.6 of the National 
Defence Act provides that the "the Governor in Council, or the Minister [of National Defence] on the 

request of the Minister of Public Safety and Emergency Preparedness or any other Minister, may 

authorize the Canadian Forces to perform any duty involving public service." The term "public service" is 

not defined, and there is no restriction on what DND/CAF may do. In contrast, the authority of the 

Communications Security Establishment (CSE) to provide assistance is limited, through express statutory 

language, to the powers of the assisted department or agency.113 It is not clear to the Committee why 

limitations on this type of assistance should be found in policy for one organization and statute for 

another; statutory clarity should exist for both. 

The extraterritorial appl ication of the Privacy Act 

1 03. During the course of this review, the Committee became aware of two issues of significant 

concern relating to the Privacy Act. The first is that DND/CAF takes an inconsistent approach to the 

application of the Privacy Act. In the area of domestic intelligence collection, particularly counter­

intelligence activities, DND/CAF applies the Privacy Act for the sharing of information with other 

government departments with respect to personnel security issues, and the maintenance of a personal 

information bank (see paragraph 67). More generally, DND/CAF appears to apply the Privacy Act in the 

context of sharing of intelligence with other government departments. The CANCIT Functional Directive 

itself cites the Privacy Act as a reference, and states that "CANCIT information may be shared with other 

Canadian government departments and agencies if the disclosure is authorized by law, including the 

Privacy Act." 

1 04. [*** This paragraph has been revised to remove injurious or privileged information. However, 

the Committee concluded through the course of its review that DND/CAF believes that the Privacy Act 
does not apply to its overseas operations. The Committee examined a case study that, in the 

Committee's opinion, showed that DND/CAF believes that the Privacy Act does not apply to its overseas 

operations. The Privacy Act has been in force since 1983 and does not contain exceptions regarding its 

application to DND/CAF activities outside of Canada. The Committee believes that the Minister of 

National Defence should clarify his department's position, and the Committee makes further 

recommendations on this issue at the end of the report. ***] 114 ***115 

112 NSICOP, Annual Report 2018, paragraph 251.  
113 National Defence Act, 1985 R.S.C., c .  N-5, s .  273.64(3) .  
114 DND/CAF, * * *  
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105. [*** This paragraph was revised to remove injurious or privileged information. The paragraph 
describes the Committee's second and related concern.*** ] 

106. Owing to its unique mandate, DND/CAF has two legal advisors: the Judge Advocate General and 
the Department of Justice. Under the National Defence Act, the Judge Advocate General is the legal 
advisor to the Governor General, the Minister of National Defence, the Department of National Defence 
and the Canadian Armed Forces in matters relating to military law and military justice, both highly 
specialized areas of expertise.116 Parliament enacted the mandate of the Judge Advocate General in the 
National Defence Act in 1998. 

107. On the other hand, the Minister of Justice and Attorney General is charged with the provision of 
advice "to the heads of the several departments of the Government on all matters of law connected 
with such departments."117 The mission of the Department of Justice is to: 

• support the Minister of Justice in working to ensure that Canada is a just and law-abiding society 
with a system of justice that is accessible, efficient and fair; 

• provide high-quality legal services and counsel to the government and to client departments 
and agencies; and 

• promote respect for rights and freedoms, the law and the Constitution.118 

108. The role of the Department of Justice includes helping "the federal government develop policy 
and to draft and reform laws as needed." These responsibilities reflect "the dual role of the Minister of 
Justice, who is also by law the Attorney General of Canada. In general terms, the Minister is concerned 
with the administration of justice, including in such areas as criminal law, family law, human rights law 
and Aboriginal justice. The Attorney General is the chief law officer of the Crown, responsible for all 
litigation for the federal government." 119 In short, the Department of Justice is the government's 'law 
firm' on broader questions of law and the Constitution. 

109. Concurrent with the decision to place the Judge Advocate General on statutory footing in 1998, 
the Department of Justice created the DND/CAF Legal Advisor, charged with giving legal advice on some 
matters previously within the purview of the Judge Advocate General. In principle, that meant that the 
Judge Advocate General would provide advice to the Department of National Defence, the Canadian 
Armed Forces and the Minister of National Defence on specialized areas of military law and operations, 
and the Department of Justice would provide advice on broader issues of law and the Constitution. In 
areas of overlap, the two organizations would work together to identify common principles and provide 

115 See Exclusions and Schedule 3 of the Privacy Act, https://laws-lois .justice.gc.ca/eng/acts/p-21/fu l ltext.htm l .  
116 National Defence Act, 1985 R.S.C., c. N-5, s. 9 .1 .  See a lso National Defence Act, 1985 R.S.C., c. N-5, s. 10.1, which provides 

that, for greater certai nty, section 9 .1  is not in derogation of the authority of the Minister of J u stice and Attorney General under 

the Department of Justice Act. 
117 Deportment of Justice Act, 1985 R.S.C., c. J-2, s. 5(b} . 
118 Department of Justice, "Our Mission," www.justice.gc.ca/eng/rp-pr/cp-pm/about-aprop/index.html .  
119 Department of Justice, "Our role," www.justice.gc.ca/eng/rp-pr/cp-pm/about-aprop/index. htm l .  
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consistent advice. While this approach may produce conflict in practice, 120 it is to the benefit of 
DND/CAF to receive legal advice from organizations with expertise in relevant areas of law. It seems 
reasonable, for example, that the legal advice of the Judge Advocate General would have primacy in 
relation to issues relating to the Law of Armed Conflict, also known as International Humanitarian Law. 
However, to the extent that DND/CAF activities implicate more general public law issues that may also 
arise for other agencies in different settings (e.g., the consular activities of Global Affairs Canada, visa 
applications made to immigration officers outside of Canada), the need for government lawyers to 
speak with one voice becomes acute. 

110. [* * *  This paragraph was revised to remove injurious or privileged information. It discusses the 
Committee's assessment of the role of the Department of Justice. * ** ]  

120 As early as 1999, a rift "became perceptible between the DND a nd the Judge Advocate General respecting the provision of 

lega l services." This i nc luded "examples of differing advice being given by the two offices in respect of the same matter, usua l ly 

unwittingly." The then-JAG noted that "[s]uch unfortunate results are difficult to avoid with one government institution 

receiving advice from two sources, one interna l  but independent [JAG], the other externa l ." Office of the JAG, JAG Report 

(1998-99), August 4, 1999, www.Lareau-law.ca/Pitzul88-89.pdf. 

36 



Col lection of information about Canadians 

111. In recent missions, DND/CAF has obtained information about Canadians who may be members of 

armed extremist groups, such as Daesh. Like some citizens of our closest allies, Canadians have travelled 

to conflict zones to promote their objectives through violence. [* * *  The following two sentences have 

been revised to remove injurious or privileged information and to ensure readability. The sentences 

state that DND/CAF is awa re of such instances, including in areas where DND/CAF has operated, and 

was a sked by an ally to provide further information . DND/CAF also obtained intelligence about 

Canadians who may be involved in terrorist activities against Canada under the authority of another 

depa rtment. * * * ]  In and of themselves, these instances may be isolated and may reinforce DND/CAF's 

contention that its defence intelligence activities ra rely implicate Canadians. Nevertheless, these cases 

raise an important issue: should DND/CAF have explicit authority to collect, use, retain and disseminate 

information about Canadians where it may be appropriate to do so, including in circumstances where 

the use of lethal force against the concerned individuals is contemplated? 

OND/CAF policy prohibitions on intentional collection of information about Canadians 

112. Setting aside for the moment the caveat in DND/CAF's CANCIT Functional Directive that the 

collection of CAN CIT information could occur in support of mandated defence operations and activities 

authorized under the Crown prerogative, DND/CAF has a clear policy bias aga inst intentionally collecting 

information about or from Canadians in the context of its defence intelligence activities. 

• DND/CAF conducts its SIGINT activities under CSE's authority, whose activities are subject to a 

blanket statutory prohibition against directing intelligence activities at Canadians.121 

• Current DND/CAF activities to collect * * *  information about Canadians who may pose a threat 

to Canada are currently conducted under * * * 122 

• DND/CAF has formalized a process through which [***  another depa rtment * * *] sha res back 

information that could be of interest to DND/CAF. 

• DND/CAF has implemented operational policies and directions that it may not conduct H U M  INT 

activities in Canada, nor direct its H U MINT activities at Canadians anywhere.123 

• DND/CAF stated unequivocally that it does not share information about Canadians with 

Canada's allies. 124 

Under those standards, Canadian extremist travellers who may be present in DND/CAF areas of 

operations * * *  

121 I n  the Canadian inte l l igence community, SIG I NT col lection i s  performed b y  both CSE under Pa rt A of its mandate (foreign 

inte l l igence) and by DND/CAF as part of its deployed operations u nder delegated CSE authorities or the Crown prerogative. 

DND/CAF, I nformation briefing to the NSICOP Secretariat on the "I ntegrated S IG INT Operations. Model," Ju ly 23, 2018. 
122 DND/CAF, CDS Tasking Order for * * *  
123 DND/CAF, Defence I nte l l igence Functional Directive: CF HUM INT I ntel l igence I nterrogation Operations in  I nternationa l  

Operations, 2014; Defence I ntel l igence Functional Directive: Strategic Debriefing, 2015; and Concept of Operations titled 

Biometrics - [Operation] I MPACT, Ju ly 22, 2015. 
124 DND/CAF, Response to NSICOP request for information, March 25, 2019. 
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113. These policy restrictions are difficult to reconcile with the operational reality described in 

Chapter 1 of this Special Report. The Committee recognizes that there are sensitivities associated with 

the potential consequences of military action on Canadians, even where the use of force is not 

contemplated. However, the threat posed by Canadian extremist travellers calls for a proportional 

response. The Committee is not convinced that the current * * *  approach to defence intelligence 

activities that involve Canadians, or information about them, constitutes an appropriate response to the 

threat posed by Canadian extremist travellers. 

114. The government frequently deploys CAF members and DND employees to participate in 

international operations, most commonly as part of a coalition of countries. Where there are Canadians 

physically present in the area of operations who may pose a threat to coalition forces, it is incumbent on 

Canada to use its intelligence resources to help coalition forces understand the threat, [ * * *  The rest of 

this sentence and the two following were revised to remove injurious or privileged information. The 

sentences describe the Committee's concerns with DND/CAF's approach. * * * ) 

115. [ * * *  This paragraph was revised to remove injurious or privileged information and to ensure 

readability. In the absence of clear authorities, DND/CAF looks to other domestic partners for authority 

to conduct intelligence activities. In some cases, this is perfectly legitimate: Parliament has provided 

statutory mechanisms for security and intelligence organizations to support the activities of other 

government departments where they have unique capabilities or powers. In other cases, it is less than 

ideal. This Special Report discussed an example where DND/CAF obtained information which contained 

CANCIT information and was uncertain it could possess or analyze that information. Working with 

another government department in these circumstances is not always effective, as those departments 

may not understand the intelligence or operational requirements of DND/CAF. There is also no 

guarantee that the department would detect in this information details that would be directly relevant 

to a military operation or that it would subsequently share information in a form that would be useful in 

a military context. Finally, DND/CAF's reliance on the authority of others may create challenges. This is 

incompatible with the fluidity of military operations, in which the value of operational intelligence 

declines over time (for example, the location of an individual or the timeframe for an event to occur). 

* * * ] * * *125 

116. When it encounters intelligence about Canadians who may be taking part in hostilities, DND/CAF 

should have no doubt concerning its authority to obtain that intelligence, determine its relevance, and 

share it with other government organizations or, if appropriate, allied nations. 

125 DND/CAF. Letter of the Ch ief of Defence Staff and Deputy Min ister of National Defence to * * *  
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The Crown prerogative 

117. As noted, the CANCIT Functional Directive includes a caveat that the collection of information 
about Canadians may occur in support of mandated operations and activities authorized under the 
Crown prerogative. Indeed, DND/CAF relies on the Crown prerogative for all of its defence intelligence 
activities, except where it acts under the statutory authority of another department or agency. The 
question for the Committee was, if the Crown prerogative provides an implicit authority for DND/CAF to 
conduct defence intelligence activities in the context of a deployed operation, why in practice has it not 
also constituted a sufficient authority for DND/CAF to collect, use, retain and disseminate Canadian 
citizen information in the same context? In short, why doesn't DND/CAF direct its intelligence activities 
at Canadians? 

118. It appears that the Crown prerogative is not sufficient for those purposes. While the Crown 
prerogative provides some implicit authority for defence intelligence activities conducted in support of 
DND/CAF-specific missions, that authority is uncertain on whether it permits DND/CAF to collect, use, 
retain and disseminate information about Canadians. As a result, DND/CAF collects information about 
Canadians only during the conduct of its counter-intelligence program, under the authority to the 
Financial Administration Act, or when conducting activities under the legal authority of another 
department, pursuant to section 273.6 of the National Defence Act.126 For other defence intelligence 
activities, DND/CAF relies on the statutory authority of other departments and agencies regarding the 
handling of information about Canadians that may be encountered. Those authorities are well-grounded 
in legislation and jurisprudence, but were not designed for the specific needs of the military. 

119. The applicability of the Charter to DND/CAF's defence intelligence activities is another source of 
uncertainty. In the current state of the law, the Charter does not typically apply extraterritorially, and 
* * *  However, the current position of the Supreme Court of Canada is that the Charter may apply in 
certain circumstances, particularly if Canadian state actors are in breach of their obligations under 
international law. In the future, this could well include the actions of DND/CAF in a foreign nation. 

120. If the Charter were ever found to apply to the defence intelligence activities of DND/CAF outside 
Canada, the Committee believes that the argument that the Crown prerogative provides sufficient 
authority to collect information about Canadians would be unpersuasive. From a legal policy 
perspective, there is evidence that Parliament and successive governments believe, insofar as Canadian 
intelligence activities are involved, that safeguards must be in place where the state collects information 
about Canadians even where there is no certainty that the Charter applies. This is evident for Canada's 
two primary intelligence organizations : CSE and CSIS. 

126 The Committee notes that the term "counter-i nte l l igence" in this context should be na rrowly understood to include 

DND/CAF activities relating to its internal security posture under the Pol icy on Government Security, which a re comparable to 

the activities of al l departments and agencies of the Government of Canada. DND/CAF does not have powers, for example, to 

intercept communications, and i nstead, re l ies on CSIS, the RCMP or other law enforcement activities to conduct related 

investigations via formal requests for assistance to obtain  a warrant to intercept communications. 
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1 21 .  The statutory scheme under which CSE conducts its activities prohibits CSE from targeting 

Canadians, even outside of Canada.127 Recognizing that CSE activities carry the risk of inadvertently 

collecting information about Canadians, the scheme directs the agency to put in place measures to 

protect the privacy of Canadians in the use and retention of intercepted communications.128 This 

scheme was recently amended by Parliament to add a new oversight mechanism for CSE, the 

Intelligence Commissioner, whose mandate will be to review the conclusions upon which the Minister of 

National Defence authorizes CSE to conduct a mandated activity, and to approve the authorization if the 

Minister's conclusions are reasonable, including those regarding measures to protect the privacy of 

Canadians.129 Similar restrictions are in place for situations in which there is a risk that private 

communications of Canadians could be intercepted.130 Similarly, Parliament recently amended the 

CSIS Act to extend the jurisdiction of a designated judge of the Federal Court to issue a warrant 

authorizing CSIS to take investigatory actions outside Canada.131 Although this amendment was meant 

to address specific jurisdictional issues surrounding certain CSIS activities, it also mitigates risks where a 

Charter-protected right may be infringed by requiring a warrant in specific circumstances. 

1 22. In short, relying on the Crown prerogative as authority to collect, use, retain and disseminate 

Canadian citizen information is not a viable option. Rather, the Committee reiterates the rationale it 

provided in its 201 8 Annual Report for the government to consider providing explicit legislative 

authority for the conduct of defence intelligence activities (see Chapter 4, Annual Report 2018, 

especially "Defence intelligence: The question of legislation," paragraphs 241 -252). On the basis of this 

review, the Committee offers two further reasons to establish statutory authority for DND/CAF to 

conduct defence intelligence activities. 

1 23. First, the current approach to defence intelligence activities, conducted under the umbrella of 

the Crown prerogative and a collection of directives and other instruments, creates uncertainty. In the 

worst instances, DND/CAF is unsure that it has the legal authority to do things that, from a policy or 

operational perspective, it should be able to do. [ * * *  This sentence was revised to remove injurious or 

privileged information. The sentence notes that the Committee commended DND/CAF. * * *] significant 

energy is directed at resolving them. Internal and external consultation undertaken to address legal 

doubt may contribute to operational delay, which itself may be prejudicial to the safety of DND/CAF 

members and Canada's national interests. Additionally, DND/CAF solutions may be imperfect, or involve 

awkward workarounds where DND/CAF relies on the authority of other departments and agencies. 

While these authorities may provide DND/CAF a legal 'safe harbour,' they come at the expense of * * *  

1 24. Second, ambiguous legal authorities are doubtful i n  a democratic system governed by the rule of 

law. Parliament has never contemplated what DND/CAF should do in the area of defence intelligence, 

127 National Defence Act, R .S.C., 1985, c. N-5, s. 273.64(2)(0) .  
128 National Defence Act, R .S.C., 1985, c. N-5, s .  273 .64(2)(b) . 
129 Bi l l  C-59, An Act respecting nationa l  security matters, L .C .  2019, c. 13,  Part 2, assented to on June 21, 2019, and in  force as of 

August 1, 2019. 
130 National Defence Act, R.S.C., 1985, c. N-5, s. 273.65. 
131 Protection of Canada from Terrorists Act, LC., 2015, c. 9, s. 8. 
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and has never weighed issues of defence intelligence against issues of Charter-protected rights. As a 
result, defence intelligence is an anomaly among the other forms of intelligence in Canada. While it is 
true that the Crown prerogative is a source of some authority, it is not a transparently democratic 
source of legal authority. There is a credibility, and a social licence, that arises when an elected 
legislature speaks through legislation. State powers that have never been prescribed by legislation are 
uncommon, and the more invasive they are, the more they might reasonably attract controversy. If 
done properly, legislating DND/CAF's military intelligence mandate would address these concerns while 
preserving the flexibility it needs to execute its missions. 

4!1 
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Conclusion 

125. The Committee prepared this Special Report for three reasons. The first was to reconcile 
DND/CAF's assertion that it does not direct its defence intelligence activities at Canadians with a plain 
language reading of the CANCIT Functional Directive, which suggests that DND/CAF does. The second 
was to understand DND/CAF's legal framework governing information on Canadians to determine 
whether the Committee's 2018 recommendations should be adjusted. The third was to determine 
whether DND/CAF's legal framework gave rise to any legal or operational risks. 

126. On the basis of the record before the Committee, it is clear that DND/CAF does not currently 
direct its defence intelligence activities at Canadians, except in specific circumstances where it has clear 
authority (counter-intelligence) or where it provides assistance to other government organizations 
under their authority (a case studied in this review). That clarity is not reflected in the CANCIT Functional 
Directive. Rather, the CANCIT Functional Directive reflects the assertion by DND/CAF that a decision by 
the government under the Crown prerogative could at some point provide DND/CAF with authority to 
direct its defence intelligence activities at Canadians. 

127 . The Committee does not believe that this assertion is reasonable. Canadian law has strong 
protections against unreasonable search and seizure and provisions to protect the privacy rights of 
Canadians. These are grounded in statutes that apply to every major security and intelligence 
organization. If the government decided to permit DND/CAF to direct its defence intelligence activities 
at Canadians, using the Crown prerogative may not prove to be an adequate source of authority. In its 
2018 Annual Report, the Committee recommended that the government give serious consideration to 
providing explicit legislative authority for the conduct of DND/CAF defence intelligence activities. For the 
reasons outlined in this Special Report, the Committee now believes that it is insufficient for the 
government to only consider this question; rather, the government should provide DND/CAF with a 
clear statutory authority to conduct its defence intelligence activities in the context of deployed 
operations, including to collect information on Canadians. 

128. This Special Report has also identified legal and operational risks which the Committee believes 
should be addressed. The first risk relates to the Committee's conclusion that DND/CAF's believes that 
the Privacy Act does not apply to its operations abroad, although DND/CAF alleges that it applies the 
spirit of the Act*** Here, too, the Committee's view is that DND/CAF's position is unjustifiable,*** 

129. The second risk is that Canadian law may not be clear enough*** when Canadians are present in 
a DND/CAF theatre of operations. These instances may be rare, but they have occurred. When they 
occur, they raise significant policy, legal and operational issues. The Committee believes that Canadians 
who have travelled abroad to pursue their objectives through violent means should not be shielded 
from the legitimate intelligence activities of Canada's security and intelligence organizations. It also 
believes that the government has a responsibility to help to identify those individuals and take the 
necessary measures to stop them. In that context, DND/CAF intelligence personnel should be clear 

43 



about their authorities to obtain, collect, analyze and disseminate information about Canadians, subject 

to clear and reasonable statutory limitations that are consistent with the Charter, whether or not it 

applies outside Canada. 
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Findings 

130. The Committee makes the following findings: 

Fl. The policy framework that the Department of National Defence / Canadian Armed Forces 

(DND/CAF) follows for the collection, use, retention and dissemination of information on 

Canadians needs clarification. (Paragraphs 95-102) 

F2. DND/CAF is not fully compliant with the Privacy Act in relation to intelligence activities taking 

place outside Canada, activities to which the Committee believes the Privacy Act applies. 

(Paragraphs 103-104) 

F3. 

F4. 

* * *  

The Crown prerogative may not prove to be an adequate source o f  authority for DND/CAF to 

conduct its defence intelligence activities, particularly where they involve information about 

Canadians. (Paragraphs 117-124) 
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Recommendations 

131. The Committee makes the following recommendations: 

Rl. The Department of National Defence / Canadian Armed Forces (DND/CAF) rescind the Chief of 

Defence Intelligence Functional Directive: Guidance on the Collection of Canadian Citizen 

Information and, in consultation with the Privacy Commissioner, review all of its functional 

directives and other DND/CAF policy instruments that are relevant to the collection, use, 

retention and dissemination of information about Canadians to ensure consistent governance 

of these activities. 

R2. To resolve the issue of the extraterritorial application of the Privacy Act, the Minister of 

National Defence should ensure DND/CAF complies with the letter and spirit of the Privacy Act 

in all of its defence intelligence activities, whether they are conducted in Canada or abroad. 

R3. The Minister of National Defence introduce legislation governing DND/CAF defence 

intelligence activities, including the extent to which DND/CAF should be authorized to collect, 

use, retain and disseminate information about Canadians in the execution of its authorized 

missions. 
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Annex A - The CANCIT Functional Directive 

(ava ilable only in English) 
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UNCLASSIFIED · 

Chief of Defence Intelligence Functional Directive: 
Guidance on the.Collection ,of Canadhtn Citizen Information 

1.0 IDENTIFICATION 

File Number: 

Effective Date: 

Supersedes: 

Office of Primary Responsibility: 

Approval Authority: 

Referenc.es: 

2003�0 

31  Aug1,1st 201 8  

NIA 

· Director Gerteta.l Intelligence Policy and 
Partoerslups (DOI.PP) 

Chief of Oefonc� Intelligence (�DI) 

A. Charter Qf Rights and Freedoms 
B. NtiticmalDefenceAci 
C. Privacy Act 
D. Citizenship Act 
E. Immigration andRefi1gee Protection A.ct 
F. Secu;rity oflnfonizatiof

i

Sharing Act 
G. TreasuryBoardDirective on Privacy Practices 

H. Ministerial Directive oiz Defence Intellig�ncl!, Septembet2013 
I. Ministerial Directive on Defence Intelligence Priorities, February 2017 
J. Ministerial Directive on Avoiding Complicity in Mistreatment by Foreign Entities, 

November 2017 
· · · · 

K.. DAOD 1000.:.1 O; Policy Framewofkfor- C01poiate.Administration Management 
L. DAOD 1002-0, Pei·fonal1nfdrmat;on 
M. DAOD l002-3, Managementof Pe1·som;1l Information 
N. CDI Functional Directive; Intelligence and Intelligenct-derivedli1fomiation 

Sharing with Ex.ternal Entities, June 2010  

PURPOSE 

l.J Thepurposeofthis directive ,is to: 

1 . 1 . 1  Ensure clarity on the legal and policy constraints around .the coilection of 
Canadiao, citizen (CAN CIT) infom1atio:n. when conducting defen�e 
intelligence activities; 

1/8. 
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1 . 1 .2 Provide guidance for instances where .CAN CIT information is 
inadvertently collected by the .Department ofNatfonal Defence (DND) and 
the Canadian. Armed Forces {CAP} when conducting ciefence intelligence 
activities; and . 

1 J .3 Establish general parameters for the collection of CAN CIT information for 
defence intelligence purposes in operational and umning environments. 

L2 This functional directive does not deal with personal information management 
procedures or r�u.iremen:ts relating to the coliectiori of CAN CIT information; 

. . 

APPLICATION 

1 .3 1bis CDI dinxtive is an order for all Qfficers and non-commissioned members .of 
the CAF and a directive for all e,mpfoyees ofDND. 

APPROVAL AUTHORITY 

1.4 This Functional D.trective is issued orj. the authqdty ofthe CDJ, under the 
delegated.authority of tihe Deputy Mini stet (DM) and the Chief of the Defence Staff 
(CDS) to issue functional direction in respect ofdefence intelligence.matters. in 
accordance with refs H (Ministerial Directive on Defence Intelligence) and K. (DAOD 
1 000-10 Policy Framework for Corporate Adminisin�tion Management). 

OFFICE OF PRIMARY RESPONSIBILITY 

LS DGIPP is-the Office of Primary Responsibility for this. directive, and all issues 
pertaining to the �ollection ofCANCIT information. when conducting defence 

. 

intelligence missions. and/ or activities. 

TABLE OF CONTENTS 

1 ,  6 This document contains �e following subjects : 

1.0.. . I(lentification 

2.0; lntrodliction 

3;0� Dcfinitioit,s 

4.0. . Legal Authority 

. 5,0; . Policy Direction 

6.0. Gen�er Perspectives 

UNCLASSIFiED 
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7�0. Information Management 

8.0. Roles and Responsibilities 

9�.0- Approval 

2.0. INTRODUCTION 

2J Emerging techn.9logies and ¢apabilities are increasing the possibility that 
CAN CIT information may be inadvertently collected as part of mandated CAF missicms 
®dlor activities. The use of' the Internet to conduct operi source intelligence (OSINT) 
collection. for example,is a valuable intelligence 1;nabler thatTI1ay also raise privacy 
considerations in relation to the collectionof social media information. 

2.Z Tecllnological developments have also changed the .infonnation flow relatedto 
iiitelligerice shcmng with allies and partners� lnformation movement is being facilitated 
through multinational interagency centres, enabling rapid sharing. between points of 
·collection to military and other governmentdepartm:ents and agencies fur further. action., 
· Thi.s construct increases the chanc� ofDND/CAF inadvertently collecting CANCIT 
information incidental to mission mandates and areas ofopetation. 

· 3�0 DEFINITIONS 

3 . 1  Canadian .citiz�n: refers to a Canadian citizen within the meaning of s.3 of the 
Citizenship Act(KS., 1985, c. C,-29); ,or a permanent resident within the meaning of the 
s. 2(1 )  ofthe Immigration and Refugee Protection Act (2001, c,27). 

. . 

3 .2 Collection: the exploitation of sources by collection agencies and the delivery of 
· the information obtained to the appropriate process unit for use in the production of 
intelligence (Defence Temiinology Bank record number 3796), 

.3,3 Defenceintelligence: all intelligence from the tactical to the strategic level in. 
·suppm,t of military operations and planning {Defence Terminology Bank record nµmber 
47286). 

. 

3 A · Dissemination: the timely convey�ce of intelligence, in an appropriate form and 
by arty suitable means, to those Who needit (Defence Tenninology Bank record number 
4100). 

3.5 E�ploiuation: the systeIIiaticretrieval and an<.!,lysis of equipment; documents, and 
m�ia (definition retained from the CDI Functional Directive.'. Exploitation of Captitred 
Equipment and Docurnents). 

3:6 Information: unprocessed data: of evei.'y description which may be used iii the 
production of intelligence (Deferice Tentlinol()g}' Bank record number 18621). 
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3. 7 Intelligenc·e: the product resulting from the collectio11, processing, ap.alysis, 
integration and jrit¢rpretation of available informat�on c:onceming foreign sta�s. hostile . 
or potentially hostile forces or elements, geography and social and cultural factors that 
contributes to the under.standing ofan actual or potential operating environment. The 
term "mtelligence" also applies to the activities thafresultinthe product and to the 
organizations engaged in such �ctjvities {Defence Terminology Bank record nUIUber 
nn 

3.8 Operations: the can:ying outofservice, training; or administrative military 
mission; the process ofcarcying �tit comhat (or ll,01)-COmbitt) military action� (I)e:fence 
Terminology B.ank �cord number 27068). 

3,9 .Sanitizing: Rem,oving sefl$itive infonnatiqn from a documentto. reduce its 
sensitivity; or; erasing sensitive data.ftomstorage media {DefonceTerminologyBank 
record numper 121�9 and20963) 

. 

4�0 LEGAL AUTHORITY 

4; 1 The authority to conduct defence inteiligence is implicit when .the CAF is legally 
mandated to conduct military operations and other defence activities pur:sW:Ult to 
legislation or an exet()ise of the Crown Prerogative, .and where a dear nexus has been 
established betWeenthe nature and scope of the defence intelligence activity and the 
:r:na.ild.ated mission. However, any means �cl methods µsed in the conduqtof defence 
intelfigen:�e activities remain subje�tto applicable Canadian and international l�ws, as 
well as Go\lemntent of Canada and M;iniSterial policies �d directives. 

4 .2 DND/CAF operations and acttvities shall not. fov<>lve the collection ofCANGIT 
information for defence intelligence purposes except where: 

4 .2.1 Collection occurs in support of mandated defence operations and 
activities; or 

4.2.2 Collection, in. support of::m,other department or agency; is subject to the 
authority, mandate and requirements, as prescribed by law, of the 
supported Caru:tdian department or agency to collect ihe information, 

s�o POLICY DIRECTION . 

G�neral 

5. 1  DND .atid CAF personnel are tasked with empfoying intelligence capabilities as 
required to support mandated defence operations and activities. The paragraphs below 
provide direction on va.nous �onditions · wit� respect to Ci\NCJTihfoimation that must be 
met w}:rlle employing defence intelligence capabilities. 
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5 .2 Operational Commanders authorizing defence intelligence activities must 
coordinate planning with CDI to assess the risk of encountering CANCITs and/or 
CANCIT information as part ofth,e activity and/or mission being supported. 

5.3 · CAN CIT information collected intist have· a direct arid . immediate rel�tionship 
with, .and be demonstrably necessary to, a.n authotjzed operation or activity. 

Inadvertent Colle.ction 

SA Where CANCIT.infonnation has been inadve1tently collepted as pa,rt of defence. 
intelligence activities, the responsible J2, . designated Release and Disclosure Authority 
(RDA), or force employing.CoimriandJ2 will advise the qhain ofcommand iU!d the 
Canadian Fo�es Intelligence Command (CFINTCOM) Release and Disclosure 
Coordination Office (RDCO):. exceptwhere: 

. . 

SA. I  The collection activity has existing reporting protocols lliider a CDI 
Functional Directive or other CDI-issued direction. 

5.5 CANCIT infonnation c;<illected inadvertently shall b.e deleted :from DND/CAF
. 

data bas� once it is· C()IIIlDiled that th� information cannot be held for defence 
intelligence purposes to support mandated defence operations and acth,ities, or lawfully 
passed to another Canadian government department or agency. In addition: 

5 .5 .l Instances of inadvertently· collected CAN CIT inf on:na:tlon. shall be logged. 
A copy of the log(s) shali be sentto the CFINTCOMRDCO upon 
completion of the relevant tom or activify; or at least once per year. 

5 .. 6 DND/CAF training exercises involving defence intelligence components must 
include nri.tigation plans for tli,e inadvertent collection of CAN CIT information, to be 
developed in consultation With CDI,. and include the .folloWing general principles: 

. 5 ,6; 1 Conunande.rs are responsible for ensuring that risks associated with 
defence intelligence collectio;n for tr.aiJJ.ing pmposes ru-e-assessed and 
lllitigated prior to the commencement of exercises; 

5 .6.2 The deployecl J2 or designated RI)A is responsible for oversl:leing 
1nvestigatl.ons into incidents of inadvertent collection of CAN CIT 
. information during training exercises, and teportin.g these incidents to . 
CDJ; and 

5.6.3 The oe;:pl�yed J2 ordesignated RbA is respon�i�le for assessing .. �ontent 
collected during traniing exercises to determine th.e tequirements,for 
sanitiz�tion ari.d./or deleti.on as appropriate. 
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.Information Sharing 

5.7 CANCIT inforniation m,a) 'be shared with other Ca.n.adian government 
dep?Itme.o.ts a:r).d ag�ncfos if the�dis�losure is authorized by law; including the Privacy 
A.ct; the Security of Information Sharing Act,. as the case niay be, and the Charter of 
Rights andF'rel!do.ms. 

5.8 Logs documenting all sharing ofCANCU information collected thro'1gh defence 
intelligence activities to other domestic govemmenldepartments and foreign e11tities 
must be maintained. A copy of the .k,g(s) shall be. sent to the C}'OOCOM RDCO ppon 
completion of the relevanttour or act1vity-, or at least once per year. 

5 ;9 Inadye�ntly collected CAN CIT information that is shared with other .Canadian 
· governm.ent departments and agencies and foreign entities shall be managed in 
l;lccordance with para 5.5.. · · · 

6�0 GENDER �PERSPECTIVES 

6.1 In accordance With Treasury Board Secretariat requirements, this directive has 
been. considered, fo.r it� potential impact on varioµs groups ofwomtin and men. There are 
no foreseen jmpactdifferentials based on gend�r. 

1..0 INFORMATION MANA(IEMENT 

7. 1 All applicabk; .ciomesticlaws and Government of Canada policies pertaining to 
infonm1tfon collection and IilMagerilept a,pply to the information hGldings of all.elements 
of the defence inteHigen�e community. 

7 ;2 Information managem,ent of pe:rsonal information collected for ,defence 
intelligence purposes must comply with the Privacy Act where applicable. • Appropriate 
care must also be t�en to ensure that the. collection; us�, retention and disposal of 
pers◊nal information is. conducted in accordance with the Treasury Board Directive on 
Privacy Prqctices:; DAQD 1002-0 Persqnal Informd(idn; �d DAOD 1002-3 
Mamigement of Personal ln.form.ation. 

8.0 ROLES AND RESPONSIBILITIES 

8.1 The following table identifies the responsibilities and �countabilities associated 
with implementing this policy: 

The . . .  i, res.ponsible and accountable for . . .  

Chiefof • [�suing function,al direction on intelligence activities involving the 
Defen9e collection, use, ·and sharing of CANCIT information that is lawful 
Intelligence and palicy cortipliant; 
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·•· Reporting to the D:M/CDS instances yjhere CANCI'f information 
is coUect�d, as required; with recommended courst!s of action; 

• Exercising oversight of intelligence activities involving the 
pQtential collection, use and sharin.g of CAN CIT information, 
thcluding repprting on significant issues or concerns including in 
relation to com:pliance with functional direction; 

• Establishing processes for reporting the collection, use, and 
sharing of CAN CIT irifoimation; 

• Establishing processes for sharing CANCITirtformation with 
other government dwartments and foreigri partners; and 

• For domestic activities, consulting with the Directorate ofAccess 
to Inforrnatfo_n and Pr1v�cy to ensure that privacy concerns are 
identified, assessed. and mitigated, 

Assistant • Providing policy advice to ,ensure compliance with DND/CAF 
Deputy Mi�stet policies and fonnal agrt!emei:lts, applicable government and 
(Policy} departmental policies and objectives; and . 

• Providi11g policyadvice on defence intelligence activities where . 
there is the potential for collection, use, and sharing of CANCIT 
iiiformatjon� 

DND/CF Legal G ProvidingJegal adv
i
ce to CD I .on Gov�rnn;1.ent qf Canarui legal 

Advisor positions regarding the collection, use and sharing of CAN CIT 
inforrriation; and 

·Jt. Liai�ing with the Ju:dge Advocate General as required. 

Judge Advocate . . Providing legaLadvice.on defence in:telligence activities w}j.ere 
General there . is the potential for collection, :use and sharing of CANCIT 

infom1ation; 

CD Provide legal advice to Operational and Environmental 
Cominanders on m;itters regarding defence intelligence activities; _ 
and 

·•· Liaising with DND/CF Legal Advisor as reqµired. 

Operational '11 Ensuring intelligen�e activities. comply with CDI-issued funptional 
and directlon and. appltcable laws and policies, including on deployed 
Environmental opehi.tioris; --
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Commanders 

e Reporting instances.of collection of CANCIT information to the 
CFINTCOM RDCO; 

• �tablishi.Qg suboi;dinate policies, . doctrine, directives arid 
concepts, subject to CDI review, of operations where the potential 
collection of CAN CIT information is identified; and 

• Provide subject matter expertise assistance, analytical support and 
prodllction ad,vice as nece$sary; 

9.0 APPROVAL 

9.1  This functional direction :W..es immediate effect and shall remain in effect.until' 
otherwise directed. 
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Chief of Defence Intelligence 

August 2018 
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Annex B - List of Witnesses 

Department of J ustice 

• Deputy Legal Advisor and General Counsel, Canadian Forces Legal Advisor 

Department of National Defence/Canadian Armed Forces 

• Director General, Operations, Strategic Joint Staff 
• Assistant Chief of Defence Intelligence, Canadian Forces I ntelligence Command 
• Acting Deputy Judge Advocate General Operations 
• Executive Director, National Security and I ntelligence Review and Oversight Coordination 

Secretariat 

Academic 

• Craig Forcese 
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